Web Application Report

This report includes important security information about your web application.

Security Report

This report was created by IBM Security AppScan Standard 8.6.0.0, Rules: 99
Scan started: 22/07/2012 09:12:42 AM
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Introduction

This report contains the results of a web application security scan performed by IBM Security AppScan Standard.

High severity issues: 37
Medium severity issues: 25
Low severity issues: 43
Informational severity issues: 25

Total security issues included in the report: 130
Total security issues discovered in the scan: 130

General Information

Scan file name: demo.testfire.net

Scan started: 22/07/2012 09:12:42 AM
Test policy: Default

Host demo.testfire.net

Operating system: Win32
Web server: 1]

Application server: Any

Login Settings

Login method: Recorded login

Concurrent logins: Enabled

JavaScript execution: Disabled

In-session detection: Enabled

In-session pattern: >Sign OFf<

Tracked or session ID cookies: ASP. NET_Sessi onl d
anBessi onl d
anUser I nfo
anser | d

anCredi t O fer
Tracked or session ID parameters:

Login sequence: http://deno.testfire. net/
http://deno. testfire.net/bank/Il ogin. aspx
http://deno. testfire.net/bank/Il ogin. aspx
http://deno. testfire.net/bank/ nain. aspx
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Executive Summary

Issue Types ToC

Issue Type Number of Issues

Rl Authentication Bypass Using SQL Injection
Blind SQL Injection
Cross-Site Scripting
DOM Based Cross-Site Scripting
Poison Null Byte Windows Files Retrieval
Predictable Login Credentials
SQL Injection
Unencrypted Login Request
XPath Injection

m Cross-Site Request Forgery

m Directory Listing

m HTTP Response Splitting

m Inadequate Account Lockout

m Link Injection (facilitates Cross-Site Request Forgery)
m Open Redirect

m Phishing Through Frames

m Session Identifier Not Updated

Autocomplete HTML Attribute Not Disabled for Password Field

Database Error Pattern Found

-

N

]

Direct Access to Administration Pages
Email Address Pattern Found in Parameter Value
Hidden Directory Detected
Microsoft ASP.NET Debugging Enabled
Missing HttpOnly Attribute in Session Cookie
Permanent Cookie Contains Sensitive Session Information
Unencrypted _ VIEWSTATE Parameter
Unsigned __ VIEWSTATE Parameter
n Application Error
n Application Test Script Detected
n Email Address Pattern Found
n HTML Comments Sensitive Information Disclosure
n Possible Server Path Disclosure Pattern Found

e R R N R R e I e A N A S

Vulnerable URLs ToC

URL Number of Issues
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Root

http://demo.testfire.net/bank/login.aspx

http://demo.testfire.net/bank/account.aspx

http://demo.testfire.net/bank/apply.aspx
http://demo.testfire.net/bank/customize.aspx
http://demo.testfire.net/bank/transfer.aspx
http://demo.testfire.net/comment.aspx
http://demo.testfire.net/search.aspx
http://demo.testfire.net/subscribe.aspx
http://demo.testfire.net/survey_complete.aspx
http://demo.testfire.net/disclaimer.htm
http://demo.testfire.net/high_yield_investments.htm
http://demo.testfire.net/default.aspx
http://demo.testfire.net/bank/transaction.aspx
http://demo.testfire.net/bank/ws.asmx
http://demo.testfire.net/admin/admin.aspx
http://demo.testfire.net/admin/login.aspx
http://demo.testfire.net/bank/queryxpath.aspx

m http://demo.testfire.net/bank/

m http://demo.testfire.net/pr/
http://demo.testfire.net/admin/clients.xls
http://demo.testfire.net/survey_questions.aspx
http://demo.testfire.net/admin/
http://demo.testfire.net/aspnet_client/
http://demo.testfire.net/images/
http://demo.testfire.net/bank/main.aspx
http://demo.testfire.net/

n http://demo.testfire.net/bank/mozxpath.js

n http://demo.testfire.net/feedback.aspx

Fix Recommendations

Remediation Task

N O
N

o]

N

=S A A A A A A WN R, OO A A a0 N WO 0O

TOC

Number of Issues

il Always use SSL and POST (body) parameters when sending sensitive information.
Analyze client side code and sanitize its input sources
Change the login credentials to a stronger combination

2l Ensure that accessed files reside in the virtual path and have certain extensions;
remove special characters from user input

Review possible solutions for hazardous character injection
m Analyze and harden client side (JavaScript) code.

m Decline malicious requests

m Do not accept externally created session identifiers

m Enforce account lockout after several failed login attempts

Modify the server configuration to deny directory listing, and install the latest security
patches available

Add the 'HttpOnly' attribute to all session cookies
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Apply proper authorization to administration scripts

Avoid storing sensitive session information in permanent cookies
Correctly set the "autocomplete" attribute to "off"

Disable Debugging on Microsoft ASP.NET

Download the relevant security patch for your web server or web application.

W oW s N

Issue a "404 - Not Found" response status code for a forbidden resource, or remove it
completely

Modify the property of each ASP.NET page to sign the VIEWSTATE parameter
Modify your Web.Config file to encrypt the VIEWSTATE parameter

Remove e-mail addresses from the website

Remove sensitive information from HTML comments

Remove test scripts from the server

NS RS R U N

Verify that parameter values are in their expected ranges and types. Do not output
debugging error messages and exceptions

Security Risks ToC

Number of Issues

2l It may be possible to bypass the web application's authentication mechanism 5
It is possible to view, modify or delete database entries and tables 29

Gl Itis possible to steal or manipulate customer session and cookies, which mightbe 32 | R RN
used to impersonate a legitimate user, allowing the hacker to view or alter user
records, and to perform transactions as that user

It is possible to view the contents of any file (for example, databases, user information 1
or configuration files) on the web server (under the permission restrictions of the web
server user)

over the web application

It may be possible to steal user login information such as usernames and passwords 6

It might be possible to escalate user privileges and gain administrative permissions 4
H
that are sent unencrypted

Itis possible to access information stored in a sensitive data resource 1
It is possible to view and download the contents of certain web application virtual 2
directories, which might contain restricted files

It is possible to deface the site content through web-cache poisoning 1
It is possible to persuade a naive user to supply sensitive information such as 12

username, password, credit card number, social security number etc.
It is possible to upload, modify or delete web pages, scripts and files on the web server 6

It is possible for an attacker to use the web server to attack other sites, which 2
increases his or her anonymity
Itis possible to gather sensitive information about the web application such as 17 _
usernames, passwords, machine name and/or sensitive file locations
It is possible to retrieve information about the site's file system structure, which may 3
help the attacker to map the web site
It may be possible to steal session information (cookies) that was kept on disk as 1
permanent cookies
It might be possible to undermine application logic 4
n Itis possible to gather sensitive debugging information 15 _
It is possible to download temporary script files, which can expose the application logic 1 I
and other sensitive information such as usernames and passwords

n It is possible to retrieve the absolute path of the web server installation, which might 1 I
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help an attacker to develop further attacks and to gain information about the file system
structure of the web application

Causes ToC

Number of Issues

all Sanitation of hazardous characters was not performed correctly on user input 56
The web application uses client-side logic to create web pages 3
User input is not checked for the '.." (dot dot) string

Insecure web application programming or configuration 23

2l Sensitive input fields such as usernames, password and credit card numbers are 6
passed unencrypted

m Insufficient authentication method was used by the application

m Directory browsing is enabled

m The web application performs a redirection to an external site
The web server or application server are configured in an insecure way

The web application sets session cookies without the HttpOnly attribute

= h 00D N O

The web application stores sensitive session information in a permanent cookie (on
disk)

n Proper bounds checking were not performed on incoming parameter values 15

No validation was done in order to make sure that user input matches the data type 15
expected

n Temporary files were left in production environment

n Debugging information was left by the programmer in web pages 5

n Latest patches or hotfixes for 3rd. party products were not installed

WASC Threat Classification Toc

Threat Number of Issues

Abuse of Functionality 4 -

Application Privacy Tests 14 _
Application Quality Tests 15 _
Brute Force 2 .

Content Spoofing 12 _
Cross-site Request Forgery 6 -

Cross-site Scripting 14 _
Directory Indexing 2 .

HTTP Response Splitting 1 I

Information Leakage 21 _
Insufficient Authentication 1 I

Insufficient Session Expiration 1 I

Null Byte Injection 1 I

Predictable Resource Location 3 -

Session Fixation 1 I
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http://projects.webappsec.org/Abuse-of-Functionality
file:///C:/ProgramData/IBM/AppScan%20Standard/temp/4816/N/A
file:///C:/ProgramData/IBM/AppScan%20Standard/temp/4816/N/A
http://projects.webappsec.org/Brute-Force
http://projects.webappsec.org/Content-Spoofing
http://projects.webappsec.org/Cross-Site-Request-Forgery
http://projects.webappsec.org/Cross-Site+Scripting
http://projects.webappsec.org/Directory-Indexing
http://projects.webappsec.org/HTTP-Response-Splitting
http://projects.webappsec.org/Information-Leakage
http://projects.webappsec.org/Insufficient-Authentication
http://projects.webappsec.org/Insufficient-Session-Expiration
http://projects.webappsec.org/Null-Byte-Injection
http://projects.webappsec.org/Predictable-Resource-Location
http://projects.webappsec.org/Session-Fixation
http://projects.webappsec.org/SQL-Injection

SQL Injection
URL Redirector Abuse
XPath Injection

21/08/2012
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http://projects.webappsec.org/SQL-Injection
http://projects.webappsec.org/URL-Redirector-Abuse
http://projects.webappsec.org/XPath-Injection

[ssues Sorted by Issue Type

H  Authentication Bypass Using SQL Injection

Issue 1 of 1

Authentication Bypass Using SQL Injection

Severity:
URL: http://demo.testfire.net/bank/login.aspx

Entity: uid (Parameter)

Risk: It may be possible to bypass the web application's authentication mechanism

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because when four types of request were sent - a valid login, an invalid
login, an SQL attack, and another invalid login - the responses to the two invalid logins were the same, while the
response to the SQL attack seems similar the response to the valid login.

Valid Login

AltoroMutual »

& my Account PERSONAL

IWANTTO

Hello John Smith

Walcome to Altoro Mutual Onlins.
View Account Details:

1001160140 Checking ~| _ Go

Congratulations!

spproved for an Altors Gold Visa vith 3 credit limit of $100001

o apply.

Brivacy Policy | Security Statemant | ® 2012 Altoro Mutual, Inc.

Copyright © 2012, Watchfire Corporation, Al fights reserver d.

H  Blind SQL Injection

Issue 1 of 1

21/08/2012

TOC
Test Login
Sian OFf | Contact Us | Feedback | Search =
AltoroMutual » .g g
. me SRR
& myaccount PERSONAL [ smau sustess [ msioeac
e Hello John Smith
Welcome to Aftors Mutwal Oriine.
View Account Datails [1001160140 Checking =] __ o
Congratulations!
vouh approved for an Alto Gold Visa ith 2 credt imit of §109001
e poly.
Privacy Policy | Security Statement | © 2012 Altorc
or implied. ws
Copright © 2012, Watchfia Corporation, All ights reserved-
TOC
TOC



Blind SQL Injection

Severity:

URL: http://demo.testfire.net/bank/account.aspx

Entity: listAccounts (Parameter)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because it shows that values can be appended to parameter values,
indicating that they were embedded in an SQL query.HEX(0D)HEX(0A)In this test, three (or sometimes four) requests
are sent. The last is logically equal to the original, and the next-to-last is different. Any others are for control purposes. A
comparison of the last two responses with the first (the last is similar to it, and the next-to-last is different) indicates that
the application is vulnerable.

Original Response Test Response (last)

Sian OFF | Contact Us | Feadback | Search & Si00 OF | Contact U | Fasdback | Search oo
,\K "’l’f .

AltoroMutual » -ﬂm.{l AltoroMutual » .ﬂm.‘.

& my account eRsoNAL [ smaw susiness InstoE AL & v account pERsONAL [ smaut sustuess InSIDE AL
. TWANTTO .. .
Account History - 1001160141 and o view sccount summary | A€COUNt History - 1001160141 and 0=0
7659=7659 * disuRecent
Transsctions e ———

Balance Detail 1001160140 Checkmgj Select Account ‘Amount
1001160140 Checkmgj Select Account /Amount Ending balancs a= of 7/22/2012 3:21:57 AM 28
Ending balance as of 7/22/2012 3:31:55 AM 2 Available balance 2
Available balance 28

Credits

redite Account Date Amount
Account Date Description Amount loorteorsar | 01/29/2005 =2
1001160141 0/01/2005 Transter from Savings tooiteo141 | 03/31/2005
1001160141 03/31/2005 Transfer from Savings 136 1001160141 05/01/2005 130
1001160141 05/01/2005 Transter from savings 130: looiteorar | o3/a1/z003 Transter fram Savings s
1001160141 05/31/2003 Transter from Savings 1a0. looiteorar | 07/01/2003 Transfer from Savings 150
1001160141 o7/01/2005 Transtar from Savings 130

~ e

oebte Account Date Description Amount

Account Date Description Amount ~

Original Response Test Response (next-to-last)

Sian OFf | Contact Us | Fesdback | Search Gol Sian OFf | Contact Us | Feedback | Search o

AltoroMutual » ﬂm‘ AltoroMutual » ﬂmi
[

PERSONAL [ smaw sustness [ mstoe & my account PERSONAL [ smavL susness INSIDE AL
Account History - 1001160141 and O et smenee | Account History - 1001160141 and 0=7659
7659=7659 + veu secent
Balance Detail 1001160140 Checkmgj Select Account ‘Amunt
[1001160140 Checking =] _ sSelect Account Amount e of 7/22/2012 3:31:36 AM
credite
et p— = oescrpion -
= Fom— -,
petits
e m— = oescrpion -
= pesertion Amount

H  Cross-Site Scripting
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Issue 1 of 11

Cross-Site Scripting

Severity:

URL: http://demo.testfire.net/search.aspx

Entity: txtSearch (Parameter)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because Appscan successfully embedded a script in the response,
which will be executed when the page loads in the user's browser.

Test Response

AltoroMutual

B MY ACCOUNT

PERSONAL

PERSONAL

Deposit Product
Checking

Loan Products
Cards
Investments &
Insurance

Other Services

SMALL BUSINESS

Deposit Products
Lending Services
Cards

Insurance
Retirement

Other Services

INSIDE ALTORO MUTUAL

About Us

Contact Us
Locations
Investor Relations
Press Room

Careers

Searc

Nao result|

Sign Off | Contact Us | Feedback | Sean:hl

.

INSIDE ALTORO MUTUAL

Simulation of the pop-up that
appears when this page is
opened in a browser

Erivacy Palicy |

Raw Test Response:

User - Agent :

21/08/2012

Security Statement |

& 2012 Altoro Mutual, Inc.

Mozilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Trident/4.0; .NET CLR 2.0.50727;

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire
products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to

third rarty nrnducts and/nr wehsites are nurelv cnincidental. This site is nrovided "as is" withnot warrante of anve kind. sither exvnress

. NET CLR 3.0.04506. 30;

.NET CLR 1.1.4322;

11



.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

HTTP/ 1.1 200 OK

Date: Sun, 22 Jul 2012 08:27:41 GMT

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0.50727

Cache-Control : private

Content-Type: text/htm; charset=iso-8859-1
Cont ent - Lengt h: 7261

<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional //EN' "http://ww. w3. org/ TR/ xht ml 1/ DTD/ xht ni 1-transitional . dtd">
<htm xml ns="http://ww. w3. org/ 1999/ xhtm " xni : 1 ang="en" >

<head id="_ctl0__ctl0_head"><title>
Altoro Mitual: Search Results

</td>

<td valign="top" col span="3" class="bb">
<div class="fl" style="width: 99%">
<h1>Search Resul ts</h1>

<p>No results were found for the query:<br /><br />
<span id="_ctl0__ctlO0_Content_Muin_| bl Search"><scri pt>al ert (1727) </ scri pt ></ span></ p>

</div>
</td>

</tr>
</tabl e>

Issue 2 of 11 TOC

Cross-Site Scripting

Severity:

URL: http://demo.testfire.net/survey_complete.aspx
Entity: txtEmail (Parameter)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because Appscan successfully embedded a script in the response,
which will be executed when the page loads in the user's browser.

Test Response

21/08/2012 12



AltoroMutual

B MY ACCOUNT

PERSONAL

PERSONAL

SMALL

Deposit Product
Checking

Loan Products
Cards
Investments B
Insurance
Other Services

BUSINESS

Deposit Products
Lending Services
Cards

Insurance
Retirement
Other Services

INSIDE ALTORO MUTUAL

About Us

Contact Us
Locations
Investor Relations
Press Room

Careers

Thank

Thanks f

jsmith@g

-

Sign Off | Contact Us | Feedback | Sean:hl G'Jl

N

49

S PR

| INSIDE ALTORO MUTUAL

Simulation of the pop-up that
appears when this page is
opened in a browser

Privacy Policy |

Security Statement |

Raw Test Response:

© 2012 Altoro Mutual, Inc.

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire
products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to

third marte neaducts and/nr wehsites are nurale raincidantal. This site is nrovidad "as is" withoot warrante of anv kind. sithar avnrass

<li><a id="_ctl0__ctl0_Content_MenuHyperLink18" href="defaul t.aspx?content=i nside_careers. htn'>Careers</a></|i>
</ ul >
</td>
<td valign="top" col span="3" class="bb">

<div style="width: 99%">

<hl><span id="_ct|0__ctl0_Content_Main_| bl Title">Thanks</span></ h1>

<span id="_ctl0__ctl0_Content_Main_| bl Cont ent"><p>Thanks for your entry.

Ve will

<b>j smi th@leno. testfire. net<script>al ert(18)</script></b></p></span>

</ div>

</td>
</tr>
</tabl e>

21/08/2012

contact you shortly at:<br /><br />
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Issue 3 of 11 TOC

Cross-Site Scripting

Severity:
URL: http://demo.testfire.net/comment.aspx
Entity: name (Parameter)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because Appscan successfully embedded a script in the response,
which will be executed when the page loads in the user's browser.

Raw Test Response:

HTTP/ 1.1 200 OK

Date: Sun, 22 Jul 2012 08:04:10 GMI

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Versi on: 2. 0.50727

Cache- Control : no-cache

Pragma: no-cache

Expires: -1

Cont ent - Type: text/htm ; charset=i so-8859-1
Cont ent - Lengt h: 7229

<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional //EN" "http://ww.w3. org/ TR/ xht ml 1/ DTD/ xht n1 1-transi tional . dtd">
<htm xm ns="http://ww. w3. org/ 1999/ xhtm " xm : | ang="en" >

<head id="_ctl0__ctlO_head"><title>
Altoro Mitual: Thank- You

</ul >
</td>
<td valign="top" col span="3" class="hb">
<div class="fl" style="width: 99%">

<h1>Thank You</h1>

<p>Thank you for your conments, 1234'"><iframe src=javascript:alert(13)> They will be reviewed by our Customer Service staff and
given the full attention that they deserve.</p>

</div>

</td>
</tr>
</tabl e>

Issue 4 of 11 TOC

21/08/2012 14



Cross-Site Scripting

Severity:

URL: http://demo.testfire.net/comment.aspx
Entity: comment.aspx (Page)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because Appscan successfully embedded a script in the response,
which will be executed when the page loads in the user's browser.

Test Response

Sign Off | Contact Us | Feedback | Sean:hl G':'l

AltoroMutual

INSIDE ALTORO MUTUAL

4
|

W MY ACCOUNT PERSONAL 1"_\
Ll

PERSONAL

® Deposit Product Tha n H
Checking
Loan Products Thank yd Simulation of the pop-up that bviewed by our Customer Service staff
—_— and gival gppears when this page is

Investments & .
- opened in a browser

Insurance

& Other Services

SMALL BUSINESS

# Deposit Products
Lending Services
Cards

Insurance

Retirement

Other Services

INSIDE ALTORO MUTUAL
® About Us
Contact Us

Locations

Investor Relations

Press Room

Caraers

Erivacy Policy | Security Statement | & 2012 Altoro Mutual, Inc.

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire
products in detecting web application vulnerabilities and website defacts. This site is not a real banking site. Similarities, if any, to

third narty neaducts and/or wehsites ara nurale raincidantal. This site is nrovidad "as 5" withoot warranty of anv kind. sithar avnrazss

Raw Test Response:

HTTP/ 1.1 200 OK

Date: Sun, 22 Jul 2012 08:04:02 GMI
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0. 50727

21/08/2012



Cache- Control : no-cache

Pragma: no-cache

Expires: -1

Cont ent - Type: text/htm ; charset=iso-8859-1
Content-Length: 7219

<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional //EN" "http://ww. w3. org/ TR/ xht ml 1/ DTD/ xht ni 1-transi tional . dtd">
<htm xm ns="http://ww:. w3. org/ 1999/ xhtm " xm : 1 ang="en" >

<head id="_ctl0__ctl0_head"><title>
Al'toro Mitual: Thank- You

</ ul >
</td>
<td valign="top" col span="3" class="bb">
<div class="fl" style="width: 99%">
<h1>Thank You</hl>

<p>Thank you for your comments, >"'><script>alert(10)</script> They will be reviewed by our Customer Service staff and
given the full attention that they deserve.</p>

</div>
</td>

</tr>
</tabl e>

Issue 5 of 11 TOC

Cross-Site Scripting

Severity:

URL: http://demo.testfire.net/subscribe.aspx
Entity: txtEmail (Parameter)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because Appscan successfully embedded a script in the response,
which will be executed when the page loads in the user's browser.

Test Response

21/08/2012 16



Sign Off | Contact Us | Feedback | Sean:hl G'Jl

AltoroMutual

-
B MY ACCOUNT PERSONAL TE | INSIDE ALTORO MUTUAL
-

EPERSONAL gL

® Deposit Product Su bsc

® Checking

® Loan Products we recog  Simulation of the pop-up that hanging here at Altoro Mutual. Please

® Cards enter you appears when this page is tify of noteworthy events.

& Investments & .

F opened in a browser
nsurance

O e S Thank omutual.com has been

SMALL BUSINESS BEEEptEd.

8 Deposit Products
Lending Services

= Subscribe |

Insurance

Email:

Retirement

Other Services

INSIDE ALTORO MUTUAL
& About Us

Contact Us

Locations

Investor Relstions

Press Room

Careers

Erivacy Policy | Security Statement | & 2012 Altore Mutual, Inc.

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire
products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to

third nartw nradurts and/nr wehsites are nurele caincidental. This site is nrovided "as is" withaot warranty of anv kind. either axnrass

Raw Test Response:

<h1>Subscri be</ h1>

<p>Wé recogni ze that things are always evol ving and changing here at Altoro Mitual.
Pl ease enter your email below and we will automatically notify of noteworthy events.</p>

<formaction="subscribe. aspx" method="post" name="subscribe" id="subscribe" onsubmit="return confirnEmail (txtEmail.value);">

<t abl e>
<tr>
<td col span="2">
<span id="_ctl0__ct|0_Content_Min_nessage" style="col or: Red; font-size: 12pt; f ont - wei ght : bol d; ">Thank you.
test @l toronutual . conxscri pt >al ert (130) </ script> has been accept ed. </ span>
</td>
</tr>
<tr>
<t d>
Emi | :
</td>
<td>
<input type="text" id="txtEmail" name="txtEmail" value="" style="width: 150px;">
</td>
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Cross-Site Scripting

Severity:

URL: http://demo.testfire.net/bank/apply.aspx

Entity: amCreditOffer (Cookie)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,

allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because Appscan successfully embedded a script in the response,

which will be executed when the page loads in the user's browser.

Test Response

AltoroMutual

Sign Off | Contact Us | Fes

B MY ACCOUNT

PERSONAL

dback | Sean:hl EI

I WANT TD ...

View Account Summary

View Recent
Transactions
Transfer Funds
Search Mews Articles

Customize Site

Altorc

Your new Alt

INSIDE ALTORO MUTUAL

t'
|

208

Simulation of the pop-up that
appears when this page is
opened in a browser

Application

.9% APR will be sent in the mail.

Language \ /
Privacy Policy | Security Statement | & 2012 Altoro Mu

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire

products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to

third party products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind, either express

http://wwan watchfire.com/statements/terms.aspx.

Copyright @ 2012, Watchfire Corporation, All rights reserved.

i
i
|
' or implied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms of Use, please go to
i
i
|
i

Raw Test Response:

Vi sa Application</hl>

<l--

userid = user Cooki e. Val ues["UserI D']. ToString();

21/08/2012
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cLimt = Request.Cookies["Limt"].Value;
clnterest = Request. Cookies["Interest"]. Val ue;

cType = Request. Cooki es["CardType"]. Val ue;
-->

<span id="_ctl|0__ctlO_Content_Main_| bl Message">Your new Altoro Mitual Gold VISA with a $10000 and 7.9<script>al ert(53)</script>% APR wi ||
be sent in the mail.</span>

<l--
Password is not revalidated but stored in
nai nframe for non-repudiation purposes.

cad

</ div>

Issue 7 of 11

Cross-Site Scripting

Severity:

URL: http://demo.testfire.net/bank/customize.aspx
Entity: customize.aspx (Page)
Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,

allowing the hacker to view or alter user records, and to perform transactions as that user
Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because Appscan successfully embedded a script in the response,
which will be executed when the page loads in the user's browser.

Test Response

21/08/2012
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Sign Off | Contact Us | Feedback | Sean:hl

AltoroMutual

Gol

| INSIDE ALTORO MUTUAL

-
® MY ACCOUNT PERSONAL "‘E
L
I WANT TO 9
® View Account Summary CUSto
® \View Recent
SEailans curent L Simulation of the pop-up that
* @ | appears when this page is
! News Arti }
=l N Youcan{ opened in a browser
® Customize Site
Language Internatih\ /

Privacy Policy | Security Statement | & 2012 Altoro Mutu\/

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire

products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to

third party products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind, either express

htto /v watchfire.com/statements/terms.aspx.

Copyright @ 2012, Watchfire Corporation, All rights reserved.

E or implied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms of Use, please go to

Raw Test Response:

__VI EWSTATE=% FWEPDWUIM A2COTNk NDA4ZGQ/8D

HTTP/ 1.1 200 OK

Date: Sun, 22 Jul 2012 08:25:31 GMI

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2.0.50727

Cache-Control: private

Content- Type: text/htm; charset=iso-8859-1

Content - Length: 5628

Set - Cooki e: | ang=>""'><scri pt>al ert (1539) </ scri pt>; path=/

<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional //EN" "http://ww. w3. org/ TR xht M 1/ DTDY xht ml 1-transi ti onal . dtd">

<htm xml ns="http://ww. w3. org/ 1999/ xhtm " xnl : 1 ang="en" >
<head id="_ctl0__ctl0_head"><title>

<span id="_ctl0__ct|0_Content_Adm ni stration"></span>
</td>
<td valign="top" col span="3" class="bb">

<div class="fl" style="width: 99%">

21/08/2012
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<h1>Custonmi ze Site Language</hl>

<f orm name="aspnet For nf' net hod="post" acti on="custom ze. aspx?l ang=%8e%22' ¥8e%Bcscri pt ¥8eal ert (1539) 9%B3c%f scri pt %8e" i d="aspnet For ni >
<input type="hi dden" nanme="__VI EWSTATE" id="__VI EWSTATE" val ue="/wEPDMIJM A20TMKMDAAZGQ=" />

<p>

<span id="_ct|0__ctl0_Content_Main_Label 1">Curent Language: </span>

<span id="_ctl0__ct|0_Content_Main_| angLabel ">>"' ><scri pt >al ert (1539) </ scri pt ></ span>
</ p>

<p>
<span id="_ctl0__ctl0_Content_Main_Label 2">You can change the | anguage setting by choosing: </ span>

Issue 8 of 11 TOC

Cross-Site Scripting

Severity:

URL: http://demo.testfire.net/bank/login.aspx
Entity: uid (Parameter)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because Appscan successfully embedded a script in the response,
which will be executed when the page loads in the user's browser.

Test Response

21/08/2012



Sign Off | Contact Us | Feedback | Sean:hl G'Jl

AltoroMutual

B MY ACCOUNT PERSONAL TE | INSIDE ALTORO MUTUAL
-

951
PERSONAL

Onlin

# Deposit Product
Checking

Losn Products ) - -

S Login| Simulation of the pop-up that s username was not
=arcs appears when this page is .
Lovestments & found opened in a browser 1gain.

Insurance
® Other Services

Usermame:
SMALL BUSINESS

® Deposit Products Password:
Lending Services -
Cards _Login |
Insurance
Retirement
Other Services

INSIDE ALTORO MUTUAL
& About Us

Contact Us

Locations

Investor Relstions

Press Room

Careers

Erivacy Policy | Security Statement | & 2012 Altore Mutual, Inc.

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire
products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to

third nartw nradurts and/nr wehsites are nurele caincidental. This site is nrovided "as is" withaot warranty of anv kind. either axnrass

Raw Test Response:

<p><span id="_ct|0__ctl 0_Content_Min_nessage" styl e="col or:#FF0066; f ont - si ze: 12pt ; f ont - wei ght : bol d; “>Logi n Failed: W're sorry, but this
usernane was not found in our system Please try again.</span></p>

<form action="1ogi n. aspx" method="post" name="|ogin" id="1ogin" onsubmit="return (confirm nput(login));">
<t abl e>
<tr>
<t d>
User nane:
</td>
<td>
<input type="text" id="uid" name="uid" val ue="jsnith"onmouseover="al ert(144)"" style="width: 150px;">
</td>
<td>
</td>
</tr>
<tr>
<t d>
Passwor d:
</td>
<td>
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Cross-Site Scripting

Severity:
URL: http://demo.testfire.net/bank/transfer.aspx
Entity: debitAccount (Parameter)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because Appscan successfully embedded a script in the response,
which will be executed when the page loads in the user's browser.

Raw Test Response:

HTTP/ 1.1 200 OK

Date: Sun, 22 Jul 2012 08:39:53 GMI

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Versi on: 2. 0.50727

Cache- Control : no-cache

Pragma: no-cache

Expires: -1

Cont ent - Type: text/htm ; charset=i so-8859-1
Cont ent - Lengt h: 9466

<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional //EN" "http://ww.w3. org/ TR/ xht ml 1/ DTD/ xht n1 1-transi tional . dtd">

<htm xm ns="http://ww. w3. org/ 1999/ xhtm " xn :lang="en" >
<head id="_ctl0__ctlO_head"><title>
Altoro Mitual: Transfer Funds

</tr>
<tr>
<td col span="2" align="center"><i nput type="button
I D="transfer"></td>
</tr>
<tr>
<td col span="2">&nbsp; </t d>
</tr>
<tr>
<td col span="2" align="center">
<span id="_ctl0__ctl0_Content_Min_postResp" align="center"><span style='color: Red' >System Data. O eDb. O eDbException: Syntax error
in string in query expression 'accountid=1001160141' "><ifrane src=javascript:al ert(2434)>".
at System Data. O eDb. O eDbCommand. Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)
at System Data. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ams, (bj ect & execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eCommandText ( Obj ect & execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eCommand( CommandBehavi or behavi or, Object & execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal (CommandBehavi or behavi or, String net hod)
at System Data. O eDb. O eDbCommand. Execut eScal ar ()
at Altoro. Services. Transf er Bal ance(MneyTransfer transDetails) in d:\downl oads\ Al t oroMit ual _v6\ websi t e\ App_Code\ WebSer vi ce. cs: | i ne
146</ span></ span>
<span i d="soapResp" nanme="soapResp" align="center" />
</td>

name="transfer" val ue="Transfer Mney" onclick="doTransfer();"
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Cross-Site Scripting

Severity:
URL: http://demo.testfire.net/bank/transfer.aspx
Entity: creditAccount (Parameter)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because Appscan successfully embedded a script in the response,
which will be executed when the page loads in the user's browser.

Raw Test Response:

HTTP/ 1.1 200 K

Date: Sun, 22 Jul 2012 08:39:53 GMTI

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Versi on: 2. 0. 50727

Cache- Control : no-cache

Pragma: no-cache

Expires: -1

Content - Type: text/htm ; charset=i so-8859-1
Cont ent - Lengt h: 9466

<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional //EN' "http://ww. w3. org/ TR/ xht ml 1/ DTD/ xht ni 1-transitional . dtd">

<htm xm ns="http://ww:. w3. org/ 1999/ xhtm " xni : | ang="en" >
<head id="_ctl0__ctl0_head"><title>
Al'toro Mitual: Transfer Funds

</tr>
<tr>
<td col span="2" align="center"><input type="button" nanme="transfer" value="Transfer Mney" onclick="doTransfer();"
I D="transfer"></td>
</tr>
<tr>
<td col span="2">&nbsp; </t d>
</tr>
<tr>
<td col span="2" align="center">
<span id="_ctl0__ctl0_Content_Min_postResp" align="center"><span style='color: Red >System Data. O eDb. O eDbException: Syntax error
in string in query expression 'accountid=1001160141'"><ifrane src=javascript:al ert(2435)>".
at System Dat a. O eDb. O eDbCommand. Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)
at System Data. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, (bj ect & execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eCommandText ( Obj ect & execut eResul t)
at System Dat a. O eDb. O eDbConmand. Execut eConmand( CommandBehavi or behavi or, Obj ect & execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal (CommandBehavi or behavi or, String net hod)
at System Data. O eDb. O eDbCommand. Execut eScal ar ()
at Altoro. Services. Transf er Bal ance(MneyTransfer transDetails) in d:\downl oads\ Al t oroMut ual _v6\ websi t e\ App_Code\ WebServi ce. cs: | ine
155</ span></ span>
<span i d="soapResp" nanme="soapResp" align="center" />
</td>
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Cross-Site Scripting

Severity:

URL: http://demo.testfire.net/bank/customize.aspx
Entity: lang (Parameter)
Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,

allowing the hacker to view or alter user records, and to perform transactions as that user
Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because Appscan successfully embedded a script in the response,
which will be executed when the page loads in the user's browser.

Test Response

Sign Off | Contact Us | Feedback | Sean:hl GUl
AltoroMutual i '
- -
-,
B MY ACCOUNT PERSONAL " | INSIDE ALTOROD MUTUAL
LI
687

IWANTTD ...

® View Account Summary CUSto E

® View Recent

Transactions Curent Lz Simulation of the pop-up that
® Transfer Funds appears when this page is
_ : Youcani{ opened in a browser
® Customize Site

Language Internatickf“\ /

Erivacy Policy | Security Statement | & 2012 Altoro Mutuv

# Search News Articles

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectivenass of Watchfire
products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to

third party products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind, either express

htto /v watchfire.com/statements/terms.aspx=.

| |
| |
| |
E or implied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms of Use, please go to E
| |
| |
| |
' Copyright @ 2012, Watchfire Corporation, All rights reserved. '
\ |

Raw Test Response:

<div class="fl" style="width: 99%">
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<h1>Custonmi ze Site Language</hl>

<f orm name="aspnet For nf' net hod="post" acti on="custom ze. aspx?l ang=i nt er nati onal ¥8cscri pt %3eal ert (124) ¥3c%f scri pt ¥8e" i d="aspnet For n{ >
<i nput type="hidden" name="__VI EWSTATE" id="__VI EWSTATE" val ue="/wEPDMJM A20TMKMDA4ZCE" />

<p>

<span id="_ct|0__ctl0_Content_Mai n_Label 1">Curent Language: </span>

<span id="_ct|0__ctl0_Content_Mai n_| angLabel ">i nternational <scri pt >al ert (124) </ scri pt ></ span>

</ p>

<p>

<span id="_ctl0__ctl0_Content_Main_Label 2">You can change the | anguage setting by choosing: </ span>

</ p>

<p>

<a id="_ctl0__ctl0_Content_Min_HyperLinkl" href="custom ze.aspx?l ang=i nternational "> nternational </ a>
<a id="_ctl0__ctl0_Content_Min_HyperLink2" href="customn ze. aspx?l ang=engl i sh">Engl i sh</ a>

H DOM Based Cross-Site Scripting ToC

Issue 1 of 3 TOC

DOM Based Cross-Site Scripting

Severity:

URL: http://demo.testfire.net/high_yield_investments.htm
Entity: high_yield_investments.htm:101 (Page)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: The web application uses client-side logic to create web pages

Fix: Analyze client side code and sanitize its input sources

Reasoning: Reasoning is not available for this issue.

<script> var h = document.location.hash.substring(1); if (h && h!1=""){ var re = new RegExp
("+@.+"); if (h.match(re)) { document.getElementByld("email").innerHTML +=" ("+h+")"; } }
Issue 2 of 3 ToC
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DOM Based Cross-Site Scripting
Severity:

URL: http://demo.testfire.net/disclaimer.htm
Entity: disclaimer.htm:16 (Page)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: The web application uses client-side logic to create web pages

Fix: Analyze client side code and sanitize its input sources

Reasoning: Reasoning is not available for this issue.

function go() { var iPos = document.URL.indexOf("url=")+4; var sDst = document.URL.substring
(iPos,document.URL.length); if (window.opener) { window.opener.location.href = sDst; cl
O; }else { window.location.href = sDst;
Issue 3 of 3 ToC

DOM Based Cross-Site Scripting
Severity:

URL: http://demo.testfire.net/disclaimer.htm
Entity: disclaimer.htm:19 (Page)

Risk: Itis possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: The web application uses client-side logic to create web pages

Fix: Analyze client side code and sanitize its input sources

Reasoning: Reasoning is not available for this issue.

function go() { var iPos = document.URL.indexOf("url=")+4; var sDst = document.URL.substring
(iPos,document.URL.length); if (window.opener) { window.opener.location.href = sDst; cl
O; }else { window.location.href = sDst; Yo}

H  Poison Null Byte Windows Files Retrieval

Issue 1 of 1 TOC
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Poison Null Byte Windows Files Retrieval
Severity:

URL: http://demo.testfire.net/default.aspx

Entity: content (Parameter)

Risk: It is possible to view the contents of any file (for example, databases, user information or configuration files) on the web server
(under the permission restrictions of the web server user)

Causes: Sanitation of hazardous characters was not performed correctly on user input
User input is not checked for the '.." (dot dot) string

Fix: Ensure that accessed files reside in the virtual path and have certain extensions; remove special characters from user input

Reasoning: The test result seems to indicate a vulnerability because the reponse contained the contents of the "boot.ini" file,
proving that the server allows remote users to download the contents of system files.

Raw Test Response:

<li><a id="_ctl0__ctl0_Content_MenuHyperLinkl7" href="defaul t.aspx?content=i nsi de_press. ht ' >Press Roonx/a></|i>
<li><a id="_ctl0__ctl0_Content_MenuHyperLink18" href="defaul t.aspx?content=i nside_careers. htni'>Careers</a></|i>
</ul >
</td>
<td valign="top" col span="3" class="hb">
<span id="_ctl0__ctl0_Content_Main_| bl Content">[ boot | oader]
ti meout =30
defaul t =mul ti (0)di sk(0)rdisk(0)partition(1)\W NDOAS
[ operating systens]
mul ti (0)disk(0)rdisk(0)partition(1)\WNDOAS="W ndows Server 2003, Enterprise" /fastdetect /bootl|ogo /nogui boot
</ span>
</td>
</tr>
</tabl e>

</ div>

H  Predictable Login Credentials TOC

Issue 1 of 1 TOC

Predictable Login Credentials

Severity:

URL: http://demo.testfire.net/bank/login.aspx

Entity: login.aspx (Page)

Risk: It might be possible to escalate user privileges and gain administrative permissions over the web application
Causes: Insecure web application programming or configuration

Fix: Change the login credentials to a stronger combination

21/08/2012
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Reasoning: This test consists of four requests: valid login, invalid login, login with predictable credentials, and another invalid login.
If the response to the predictable credentials looks like the valid login (and different to the invalid logins), AppScan
establishes that the application is vulnerable to this issue.

Valid Login Test Login

Sian OFf | Contact Us | Fesdback | Search Go| Sian OFF | Contsct Us | Esedback | Search o

AltoroMutual » 3 AltoroMutual »

& my account PERSONAL [ smaw susiness [ znstoea & my account PERSONAL [ smaweusiness [ msioear

IWANTTO ...

Hello John Smith o viewscount summery | HEllo Admin User
5 ¢
Welcome to Aloro Mtual Online. Welcome to Aftoro Mutual Oniine.
S=arch Nevs Adicles jiew Account Details: - * Sesrch llsus Adicles fiew Account Details: -
® Customize Site Vi Account Det 1001160140 Checking =] _Go_| o Customize Site ViewAccount Dt [5_so_|
=Dy Congratulations! £
ADMINISTRATION
You have been pre-approved for an Altoro Gold Visa with = creit imit of $100001 O VRt

o Edit Users
Click Hers to apply.

Privacy Policy | Security Statement | @ 2012 Altoro Mutual, Inc.

Brivacy Policy | Sesurity Statement | © 2012 Altero Mutuzl, Inc.

The Altoro Mutual websits iz publi

ne. for the sola purposs
nd vebsite defacts. This
ental. This site is provi
lation to your use of this website.

The Altoro Mutual website is published by Watchfira, Inc. for the Sole purpose of demanstrating the affactivaness of Watchfira
products in detacting web =pplic vebsite defects. This si
third party products and/or websi purely caincidental. This site is provided "a:
or implied. Watchfire doss not any risk in relation ko your use of this websi
htto.

real banking site. Si

o implied. Watchfire does not assum

Copyright © 2012, Watchfire Corporation, All rights reserved.

Copyright © 2012, Watehfire Cor

ll

H  SQL Injection ToC

Issue 1 of 12 TOC

SQL Injection

Severity:

URL: http://demo.testfire.net/subscribe.aspx

Entity: txtEmail (Parameter)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

<div id="wapper" style="width: 99% ">

<div class="err" style="width: 99%">
<h1>An Error Has Cccurred</hl>
<h2>Summary: </ h2>

<p><b><span id="_ct|0_Content _| bl Summary">Syntax error in query expression ''test@ltoronutual.coni;")".
</ span></ b></ p>

<h2>Error Message: </ h2>
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<p><span id="_ct|0_Content_| bl Detail s">System Data. O eDb. O eDbException: Syntax error in query expression ''test@ltoronutual.com;")".

at
at
at
at
at
at
at
at
at

Issue 2

Syst em Dat a. 0 eDb. A eDbConmand.
Syst em Dat a. O eDb. O eDbCormmand.
System Dat a. 0 eDb. A eDbConmand.
Syst em Dat a. 0 eDb. A eDbConmand.
Syst em Dat a. O eDb. O eDbCormmand.
Syst em Dat a. 0 eDb. A eDbConmand.

Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ams, Qbj ect &anp; execut eResul t)
Execut eCommandText ( Obj ect &anp; execut eResul t)

Execut eCommand( CommandBehavi or behavi or, Obj ect &np; executeResul t)

Execut eReader | nt er nal (CommandBehavi or behavi or, String nethod)

Execut eNonQuer y()

Al toro. Subscri be. Page_Load( Chj ect sender, EventArgs e) in d:\downl oads\ Al toroMit ual _v6\website\subscribe. aspx.cs:line 48
System Web. Uti | . Cal | i Hel per. Event ArgFunctionCal ler(IntPtr fp, Cbject o, Object t, EventArgs e)
System Web. Uti | . Cal | i Event Handl er Del egat eProxy. Cal | back( Obj ect sender, EventArgs e)

of 12

SQL Injection
Severity:

URL: http://demo.testfire.net/bank/transaction.aspx
Entity: before (Parameter)
Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

<div id="wapper" style="width: 99%">

<div class="err" style="width: 99%">

<hl>An Error Has Cccurred</hl>

<h2>Summary: </ h2>

<p><b><span id="_ct|0_Content _| bl Summary">Syntax error in string in query expression '1=1 and t.trans_date &gt;= 1234 and t.trans_date

&lt; = 1234";

</ span></ b></ p>

<h2>Error Message: </ h2>

and a.userid = 100116014 ORDER BY 1 DESC .

<p><span id="_ct|0_Content_| bl Detai | s">System Data. O eDb. O eDbException: Syntax error in string in query expression '1=1 and

t.trans_date &gt;= 1234
Syst em Dat a. 0 eDb. A eDbConmand.
Syst em Dat a. O eDb. A eDbConmand.
Syst em Dat a. O eDb. O eDbCormmand.
Syst em Dat a. 0 eDb. A eDbConmand.
System Dat a. O eDb. O eDbCommand.
Syst em Dat a. 0 eDb. A eDbConmand.
Syst em Dat a. 0 eDb. A eDbConmand.

at
at
at
at
at
at
at
at

srcTabl e,

and t.trans_date & t;= 1234'; and a.userid = 100116014 ORDER BY 1 DESC .

Execut eCommandText Err or Handl i ng( O eDbHResul t hr)

Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)
Execut eCommandText ( Obj ect &anp; execut eResul t)

Execut eCommand( ConmmandBehavi or behavi or, Obj ect &np; execut eResul t)

Execut eReader | nt er nal (ComandBehavi or behavi or, String nethod)

Execut eReader ( ConmandBehavi or behavi or)

Syst em Dat a. | DbCommand. Execut eReader ( ConmandBehavi or behavi or)

Syst em Dat a. Cormon. DbDat aAdapter. Fi | | I nt ernal (Dat aSet dataset, DataTable[] datatables, Int32 startRecord, Int32 maxRecords, String

| DbCommand conmmand, CommandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapt er. Fi | | (Dat aSet dataSet, Int32 startRecord, Int32 naxRecords, String srcTable, |DbCommand comand,
CommandBehavi or behavi or)
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of 12

SQL Injection

Severity:

URL: http://demo.testfire.net/bank/transaction.aspx
Entity: after (Parameter)
Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

<div id="wapper" style="width: 99%">

<div class="err" style="width: 99%">

<hl>An Error Has Cccurred</hl>

<h2>Sunmmary: </ h2>

<p><b><span id="_ct|0_Content_| bl Sunmary"”>Syntax error in string in query expression '1=1 and t.trans_date &gt;= 1234'; and t.trans_date
&l't;= 1234 and a.userid = 100116014 ORDER BY 1 DESC .
</ span></ b></ p>

<h2>Error Message: </ h2>

<p><span id="_ct|0_Content_| bl Detail s">System Data. O eDb. O eDbException: Syntax error in string in query expression '1=1 and
t.trans_date &gt;= 1234'; and t.tran

at
at
at
at
at
at
at
at

srcTabl e,

System Data. O eDb
Syst em Dat a. 0 eDb
Syst em Dat a. O eDb
System Data. O eDb
Syst em Dat a. 0 eDb
Syst em Dat a. O eDb
System Data. O eDb

. O eDbConmand.

. 0 eDbComrand

. 0 eDbCommand.
. A eDbConmmand.
. 0 eDbCommand.
. 0 eDbCommand.

. A eDbConmand

s_date & t;= 1234 and a.userid = 100116014 ORDER BY 1 DESC .

Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

. Execut eCormandText For Si ngl eResul t (t agDBPARAMS dbPar ans, (bj ect &anp; execut eResul t)
Execut eCommandText ( Obj ect &anp; execut eResul t)

Execut eCommand( ConmandBehavi or behavi or, Cbj ect &anp; execut eResul t)

Execut eReader | nt er nal (CommandBehavi or behavi or, String nethod)

Execut eReader ( ConmandBehavi or behavi or)

. Syst em Dat a. | DbCormand. Execut eReader ( ConmandBehavi or behavi or)

Syst em Dat a. Conmon. DbDat aAdapt er. Fi | | I nt ernal (Dat aSet dat aset, DataTable[] datatables, Int32 startRecord, Int32 maxRecords, String

| DbCommand conmand, CommandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapt er. Fi | | (Dat aSet dataSet, Int32 startRecord, Int32 maxRecords, String srcTable, |DbCommand command,
CommandBehavi or behavi or)

Issue 4
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SQL Injection

Severity:

URL: http://demo.testfire.net/bank/transfer.aspx

Entity: amUserld (Cookie)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

<div id="wapper" style="width: 99%">

<div class="err" style="width: 99%">

<h1>An Error Has Cccurred</ hl>

<h2>Summary: </ h2>

<p><b><span i d="_ct| 0_Content_| bl Summary">Syntax error in string in query expression 'userid = 100116014"".
</ span></ b></ p>

<h2>Error Message: </ h2>

<p><span id="_ct|0_Content_| bl Detail s">System Data. O eDb. O eDbException: Syntax error in string in query expression 'userid =
100116014' ' .

at
at
at
at
at
at
at
at

srcTabl e,

System Dat a. O eDb
Syst em Dat a. d eDb
System Data. O eDb
System Dat a. 0 eDb
Syst em Dat a. 0 eDb
System Data. O eDb
Syst em Dat a. O eDb

. 0 eDbCommand.
. 0 eDbCommand.
. O eDbCommand.
. 0 eDbCommand.
. 0 eDbCommand.
. O eDbConmand.
. 0 eDbCommand.

Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)
Execut eCommandText ( Cbj ect &anp; execut eResul t)

Execut eCommand( ConmmandBehavi or behavi or, Obj ect &np; execut eResul t)

Execut eReader | nt er nal (CommandBehavi or behavi or, String net hod)

Execut eReader ( ConmandBehavi or behavi or)

Syst em Dat a. | DoConmand. Execut eReader ( ConmandBehavi or behavi or)

Syst em Dat a. Cormon. DbDat aAdapter. Fi | | I nternal (DataSet dataset, DataTable[] datatables, Int32 startRecord, |nt32 maxRecords, String

| DbCommand conmand, ConmandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapt er. Fi | | (Dat aSet dataSet, Int32 startRecord, Int32 naxRecords, String srcTable, |DbCommand command,
ConmmandBehavi or behavi or)

Issue 5 of 12

SQL Injection

Severity:

Entity: amUserld (Cookie)

TOC
URL: http://demo.testfire.net/bank/account.aspx
Risk: It is possible to view, modify or delete database entries and tables
Causes: Sanitation of hazardous characters was not performed correctly on user input
Fix: Review possible solutions for hazardous character injection
Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.
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Raw Test Response:

<div id="wapper" style="width: 99%">

<div class="err" style="width: 99%">
<h1>An Error Has Cccurred</hl>
<h2>Sunmmary: </ h2>

<p><b><span id="_ct|0_Content _| bl Summary">Syntax error in string in query expression 'userid = 100116014'".
</ span></ b></ p>
<h2>Error Message: </ h2>
<p><span id="_ct|0_Content_| bl Detail s">System Data. O eDb. O eDbException: Syntax error in string in query expression 'userid =
100116014" " .

at System Data. O eDb. O eDbCommand. Execut eCommandText Err or Handl i ng( O eDbHResul t hr)

at System Dat a. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)

at System Dat a. O eDb. O eDbCommand. Execut eCommandText ( Obj ect &anp; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eCommand( ConmandBehavi or behavi or, Obj ect &np; execut eResul t)

at System Dat a. O eDb. O eDbConmand. Execut eReader | nt er nal (CommandBehavi or behavi or, String method)

at System Data. O eDb. O eDbCommand. Execut eReader ( ConmandBehavi or behavi or)

at System Data. O eDb. O eDbCommand. Syst em Dat a. | DbCommand. Execut eReader ( ConmandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapter. Fi | | I nternal (DataSet dataset, DataTable[] datatables, Int32 startRecord, |nt32 naxRecords, String
srcTabl e, | DbCommand command, ConmandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapt er. Fi | | (Dat aSet dataSet, Int32 startRecord, Int32 naxRecords, String srcTable, |DbCommand comand,
ConmmandBehavi or behavi or)

Issue 6 of 12

SQL Injection

Severity:

URL: http://demo.testfire.net/bank/transaction.aspx

Entity: amUserld (Cookie)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

<div id="wapper" style="width: 99%">

<div class="err" style="width: 99%">

<h1>An Error Has Cccurred</hl>

<h2>Sunmmary: </ h2>

<p><b><span i d="_ct|0_Content_| bl Sunmary">Syntax error in string in query expression '1=1 and t.trans_date &gt;= 1234 and t.trans_date
&l't;= 1234 and a.userid = 100116014' ORDER BY 1 DESC .

</ span></ b></ p>

<h2>Frror Messaae: </ h2>
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<p><span id="_ct|0_Content_| bl Detail s">System Data. O eDb. O eDbException: Syntax error in string in query expression '1=1 and
t.trans_date &gt;= 1234

at
at
at
at
at
at
at
at

srcTabl e,

System Data. O eDb
Syst em Dat a. O eDb
Syst em Dat a.  eDb
System Data. O eDb
System Dat a. O eDb
Syst em Dat a. O eDb
System Data. O eDb

and t.trans_

. 0 eDbConmand

. O eDbCommand.

. 0 eDbCommand

. O eDbConmand.

. 0 eDbCommand

. 0 eDbCommand.

. A eDbConmand

date &t;= 1234 and a.userid = 100116014' ORDER BY 1 DESC .

. Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)
. Execut eCommandText ( Obj ect &anp; execut eResul t)

Execut eCommand( CommandBehavi or behavi or, Cbj ect &np; executeResult)

. Execut eReader | nt er nal (CommandBehavi or behavi or, String method)

Execut eReader ( ConmandBehavi or behavi or)

. Syst em Dat a. | DbConmand. Execut eReader ( ConmandBehavi or behavi or)

Syst em Dat a. Conmon. DbDat aAdapt er. Fi | | I nt ernal (Dat aSet dat aset, DataTable[] datatables, Int32 startRecord, Int32 maxRecords, String

| DbCommand conmand, ConmandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapt er. Fi | | (Dat aSet dataSet, Int32 startRecord, |nt32 nmaxRecords, String srcTable, |DbCommand command,
CommandBehavi or behavi or)

Issue 7

of 12

SQL Injection
Severity:

URL: http://demo.testfire.net/bank/login.aspx

Entity: uid (Parameter)

TOC

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

<div id="wapper" style="width: 99%">

<div class="err" style="width: 99%">

<hl>An Error Has Cccurred</hl>

<h2>Summary: </ h2>

<p><b><span i d="_ct|0_Content _| bl Summary">Characters found after end of SQ statement.
</ span></ b></ p>

<h2>Error Message: </ h2>

<p><span id="_ct|0_Content_| bl Detail s">System Data. O eDb. O eDbException: Characters found after end of SQL statenent.

at
at
at
at
at
at
at
at

srcTabl e,

Syst em Dat a. O eDb
System Data. O eDb
Syst em Dat a. O eDb
System Data. O eDb
System Dat a. O eDb
Syst em Dat a. d eDb
System Data. O eDb

. 0 eDbCommand.
. A eDbConmand.
. 0 eDbCommand.

. 0 eDbCommand

. 0 eDbConmmand.

. 0 eDbCommand

. O eDbConmand.

Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)
Execut eCommandText ( Cbj ect &anp; execut eResul t)

. Execut eCommand( CommandBehavi or behavi or, Obj ect &np; execut eResul t)

Execut eReader | nt er nal (CommandBehavi or behavi or, String net hod)

. Execut eReader ( ConmandBehavi or behavi or)

Syst em Dat a. | DbCommand. Execut eReader ( CommandBehavi or behavi or)

Syst em Dat a. Conmon. DbDat aAdapt er. Fi | | I nt ernal (Dat aSet dat aset, DataTable[] datatables, Int32 startRecord, Int32 maxRecords, String

| DbCommand command, CommandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapter. Fi | | (Dat aSet dataSet, Int32 startRecord, |nt32 nmaxRecords, String srcTable, |DbCommand command,
CommandBehavi or behavi or)
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SQL Injection

Severity:

URL: http://demo.testfire.net/bank/login.aspx

Entity: passw (Parameter)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that

the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

<div id="wapper" style="width: 99% ">

<div class="err" style="width: 99%">

<h1>An Error Has Cccurred</hl>

<h2>Summary: </ h2>

<p><b><span i d="_ct| 0_Content _| bl Summary">Characters found after end of SQL statement.
</ span></ b></ p>

<h2>Error Message: </ h2>

<p><span id="_ct|0_Content_| bl Detail s">System Data. O eDb. O eDbException: Characters found after end of SQL statenent.

at
at
at
at
at
at
at
at

srcTabl e,

Syst em Dat a. O eDb
System Data. O eDb
System Dat a. O eDb
Syst em Dat a. d eDb
System Dat a. O eDb
System Dat a. 0 eDb
Syst em Dat a. 0 eDb

. 0 eDbCommand.

. 0 eDbComand

. 0 eDbCommand

. 0 eDbComrand

Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ams, Obj ect &np; execut eResul t)
. O eDbCommand.

Execut eCommandText ( Cbj ect &anp; execut eResul t)

. Execut eCommand( CormandBehavi or behavi or, Obj ect &np; execut eResul t)
. O eDbCommand.

Execut eReader | nt er nal (CommandBehavi or behavi or, String nethod)

. Execut eReader ( ConmandBehavi or behavi or)
. 0 eDbCommand.

Syst em Dat a. | DbCommand. Execut eReader ( ConmandBehavi or behavi or)

Syst em Dat a. Cormon. DbDat aAdapter. Fi | | I nternal (Dat aSet dataset, DataTable[] datatables, Int32 startRecord, Int32 maxRecords, String

| DbCommand conmmand, ConmandBehavi or behavi or)

at System Dat a. Cormon. DbDat aAdapt er. Fi | | (Dat aSet dataSet, Int32 startRecord, Int32 maxRecords, String srcTable, |DbCommand conmand,
CommandBehavi or behavi or)
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SQL Injection

Severity:

URL: http://demo.testfire.net/bank/transfer.aspx

Entity: creditAccount (Parameter)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

</tr>
<tr>
<td col span="2" align="center"><input type="button" nanme="transfer" val ue="Transfer Mney" onclick="doTransfer();"
I D="transfer"></td>
</tr>
<tr>
<td col span="2">&nbsp; </t d>
</tr>
<tr>
<td col span="2" align="center">
<span id="_ctl0__ctl0_Content_Min_postResp" align="center"><span style="col or: Red' >System Data. O eDb. O eDbExcepti on: Syntax error
in string in query expression 'accountid=1001160141";".
at System Dat a. O eDb. O eDbCommand. Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)
at System Data. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect & execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eCommandText ( Cbj ect & execut eResul t)
at System Dat a. O eDb. O eDbConmand. Execut eConmand( CommandBehavi or behavi or, Obj ect & execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal (ConmandBehavi or behavi or, String net hod)
at System Data. O eDb. O eDbCommand. Execut eScal ar ()
at Al toro. Services. Transf er Bal ance(MneyTransfer transDetails) in d:\downl oads\ Al t oroMut ual _v6\ websi t e\ App_Code\ WebServi ce. cs: | ine
155</ span></ span>
<span i d="soapResp" nanme="soapResp" align="center" />
</td>

Issue 10 of 12 TOC

SQL Injection

Severity:

URL: http://demo.testfire.net/bank/transfer.aspx

Entity: debitAccount (Parameter)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:
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</[tr>
<tr>
<td col span="2" align="center"><input type="button" name="transfer" value="Transfer Mney" onclick="doTransfer();"
I D="transfer"></td>
</[tr>
<tr>
<td col span="2">&nbsp; </t d>
</tr>
<tr>
<td col span="2" align="center">
<span id="_ctl0__ctl0_Content_Min_postResp" align="center"><span styl e='color: Red' >System Data. O eDb. O eDbException: Syntax error
in string in query expression 'accountid=1001160141";".
at System Dat a. O eDb. O eDbConmand. Execut eConmandText Er r or Handl i ng( O eDbHResul t hr)
at System Data. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, (bj ect & execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eCommandText ( Obj ect & execut eResul t)
at System Dat a. O eDb. O eDbConmand. Execut eConmand( CommandBehavi or behavi or, Obj ect & execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal (CommandBehavi or behavi or, String net hod)
at System Dat a. O eDb. O eDbConmand. Execut eScal ar ()
at Altoro. Services. Transf erBal ance(MneyTransfer transDetails) in d:\downl oads\ Al t oroMut ual _v6\ websi t e\ App_Code\ WebSer vi ce. cs: | ine
146</ span></ span>
<span id="soapResp" name="soapResp" align="center" />
</td>
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SQL Injection

Severity:

URL: http://demo.testfire.net/bank/ws.asmx

Entity: [SOAP] debitAccount_1 (Parameter)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

HTTP/ 1.1 200 K

Date: Sun, 22 Jul 2012 08:36:52 GMI
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0. 50727
Cache-Control : private, nmax-age=0
Content - Type: text/xm ; charset=utf-8
Cont ent - Lengt h: 1220

<?xm version="1.0" encodi ng="utf-8"?><soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" xm ns: xsd="htt p: // ww. w3. or g/ 2001/ XM_Schema" ><soap: Body><Tr ansf er Bal anceResponse
xml ns="http://ww. al t or onut ual . conf bank/ ws/ " ><Tr ansf er Bal anceResul t ><Success>f al se</ Success><Message>Syst em Dat a. O eDb. O eDbExcept i on:
Syntax error in query expression 'accountid=1001160141927%3B" .

at System Data. O eDb. O eDbCommand. Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

at System Data. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eCommandText ( Cbj ect &anp; execut eResul t)

at System Dat a. O eDb. O eDbCommand. Execut eCommand( CommandBehavi or behavi or, Obj ect &np; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal (CommandBehavi or behavi or, String net hod)

at System Data. O eDb. O eDbCommand. Execut eScal ar ()

at Altoro. Services. Transfer Bal ance(MneyTransfer transDetails) in d:\downl oads\ Al t oroMit ual _v6\websi t e\ App_Code\ WebSer vi ce. cs: | i ne
146</ Message></ Tr ansf er Bal anceResul t ></ Tr ansf er Bal anceResponse></ soap: Body></ soap: Envel ope>
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Issue 12 of 12 TOC
SQL Injection
Severity:
URL: http://demo.testfire.net/bank/ws.asmx
Entity: [SOAP] creditAccount_2 (Parameter)
Risk: Itis possible to view, modify or delete database entries and tables
Causes: Sanitation of hazardous characters was not performed correctly on user input
Fix: Review possible solutions for hazardous character injection
Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.
Raw Test Response:
HTTP/ 1.1 200 OK
Date: Sun, 22 Jul 2012 08:37:00 GMI
Server: Mcrosoft-115/6.0
X- Power ed- By: ASP. NET
X- AspNet - Ver si on: 2.0.50727
Cache-Control: private, max-age=0
Content - Type: text/xm; charset=utf-8
Content - Length: 1235
<?xm version="1.0" encodi ng="utf- 8" ?><soap: Envel ope xnl ns: soap="http://schenas. xnl soap. or g/ soap/ envel ope/ "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" xm ns: xsd="htt p://ww. w3. or g/ 2001/ XM_Schema" ><soap: Body><Tr ansf er Bal anceResponse
xm ns="http://ww. al t or onut ual . conf bank/ ws/ " ><Tr ansf er Bal anceResul t ><Success>f al se</ Success><Message>Syst em Dat a. O eDb. O eDbExcept i on:
Syntax error (missing operator) in query expression 'accountid=10011601411+".
at System Data. O eDb. O eDbCommand. Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)
at System Data. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)
at System Dat a. O eDb. O eDbConmand. Execut eConmandText ( Obj ect &anp; execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eCommand( CommandBehavi or behavi or, Obj ect &np; execut eResul t)
at System Dat a. O eDb. O eDbConmand. Execut eReader | nt er nal (CommandBehavi or behavi or, String method)
at System Dat a. O eDb. O eDbConmand. Execut eScal ar ()
at Altoro. Services. Transf er Bal ance(MneyTransfer transDetails) in d:\downl oads\ Al t oroMut ual _v6\ websi t e\ App_Code\ WebSer vi ce. cs: | i ne
155</ Message></ Tr ansf er Bal anceResul t ></ Tr ansf er Bal anceResponse></ soap: Body></ soap: Envel ope>
H  Unencrypted Login Request & ToC
Issue 1 of 6 ToC
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Unencrypted Login Request

Severity:
URL:
Entity:
Risk:
Causes:

Fix:

http://demo.testfire.net/bank/login.aspx

login.aspx (Page)

It may be possible to steal user login information such as usernames and passwords that are sent unencrypted
Sensitive input fields such as usernames, password and credit card numbers are passed unencrypted

Always use SSL and POST (body) parameters when sending sensitive information.

Reasoning: AppScan identified a login request that was not sent over SSL.

Original Request

ui d=j sm t h&passw=denp1234&bt nSubmni t =Logi n

Issue 2 of 6 TOC

Unencrypted Login Request

Severity:

URL:
Entity:
Risk:
Causes:

Fix:

http://demo.testfire.net/bank/login.aspx

passw (Parameter)

It may be possible to steal user login information such as usernames and passwords that are sent unencrypted
Sensitive input fields such as usernames, password and credit card numbers are passed unencrypted

Always use SSL and POST (body) parameters when sending sensitive information.

Reasoning: AppScan identified a password parameter that was not sent over SSL.

Original Request

ui d=j sm t h&passw=denp1234&bt nSubni t =Logi n
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Unencrypted Login Request

Severity:

URL:
Entity:
Risk:
Causes:

Fix:

http://demo.testfire.net/bank/apply.aspx

passwd (Parameter)

It may be possible to steal user login information such as usernames and passwords that are sent unencrypted
Sensitive input fields such as usernames, password and credit card numbers are passed unencrypted

Always use SSL and POST (body) parameters when sending sensitive information.

Reasoning: AppScan identified a password parameter that was not sent over SSL.

Original Request

21/08/2012
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passwd=Denp1234&Subni t =Subni t

Issue 4 of 6 TOC

Unencrypted Login Request

Severity:

URL: http://demo.testfire.net/admin/admin.aspx

Entity: password1 (Parameter)

Risk: It may be possible to steal user login information such as usernames and passwords that are sent unencrypted
Causes: Sensitive input fields such as usernames, password and credit card numbers are passed unencrypted

Fix: Always use SSL and POST (body) parameters when sending sensitive information.

Reasoning: AppScan identified a password parameter that was not sent over SSL.
Original Request

passwor d1=Denp1234&passwor d2=Denp1234&change=Change+Passwor d
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Unencrypted Login Request

Severity:

URL: http://demao.testfire.net/admin/admin.aspx
Entity: password2 (Parameter)
Risk: It may be possible to steal user login information such as usernames and passwords that are sent unencrypted

Causes: Sensitive input fields such as usernames, password and credit card numbers are passed unencrypted

Fix: Always use SSL and POST (body) parameters when sending sensitive information.

Reasoning: AppScan identified a password parameter that was not sent over SSL.
Original Request

passwor d1=Denp1234&passwor d2=Denp1234&change=Change+Passwor d

Issue 6 of 6 TOC
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Unencrypted Login Request

Severity:

URL: http://demo.testfire.net/admin/login.aspx
Entity: _ctl0:_ctl0:Content:Main:Password (Parameter)
Risk: It may be possible to steal user login information such as usernames and passwords that are sent unencrypted

Causes: Sensitive input fields such as usernames, password and credit card numbers are passed unencrypted

Fix: Always use SSL and POST (body) parameters when sending sensitive information.

Reasoning: AppScan identified a password parameter that was not sent over SSL.

Original Request

__ VI EWSTATE=9%2 FWEPDMUKMTY50DYz Nj k3NWRk&__ EVENTVALI DATI ON=%2 FWEWBAKN?/2 FPql CgKaqv Kt BQKWIPeSCgL73pWUBAYBDYBDE._ct | 09BA_ct | 098ACont ent ¥8AMai n%
3ACodeNunber Text Box=9876543210& ct | 0%8A ct | 0%8ACont ent ¥8AMaI nY8APasswor d=Denp1234& ct | 0%BA ct | 0%8ACont ent ¥8AMRI nY8ASubni t But t on=Subni t

H  XPath Injection

Issue 1

of 1

XPath Injection

Severity:

TOC

TOC

URL: http://demo.testfire.net/bank/queryxpath.aspx
Entity: _ctlO:_ctl0:Content:Main:TextBox1 (Parameter)
Risk: It is possible to access information stored in a sensitive data resource

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains an XPath exception. This suggests that
the test managed to penetrate the application and reach the XPath query itself, by injecting hazardous characters.

Raw Test Response:

<h1>An Error Has Cccurred</hl>

<h2>Summary: </ h2>

<p><b><span id="_ct|0_Content _| bl Summary">' string(/news/publication[contains(title, ' &uot;"'') and (isPublic/text()="True')]/title/text

0

</ span></ b></ p>

has an invalid token.

<h2>Error Message: </ h2>

<p><span id="_ct|0_Content_| bl Det ai | s">System Xni . XPat h. XPat hException: 'string(/news/publication[contains(title,'&quot;'") and
(isPublic/text()="

at
at
at
at

21/08/2012

MS. Internal .
MS. Internal .
MS. Internal .
MS. Internal .

True')]/title/text())’

Xl . XPat h. XPat hPar ser
Xl . XPat h. XPat hPar ser
Xl . XPat h. XPat hPar ser
Xl . XPat h. XPat hPar ser

has an invalid token.

. CheckToken(LexKind t)

. Par seMet hod( Ast Node qyl nput)

. Par sePri mar yExpr ( Ast Node qyl nput)
. ParseFi | ter Expr (Ast Node qyl nput)
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at
at
at
at
at

MS. I nt er nal
MS. I nt er nal
MS. I nt er nal
MS. I nt er nal
MS. I nt er nal

L Xm
CXm .
L Xm .
S Xm .
CXm .

XPat h. XPat hPar ser

XPat h. XPat hPar ser

XPat h. XPat hPar ser .

. Par sePat hExpr ( Ast Node qyl nput)
XPat h. XPat hPar ser .

Par seUni onExpr ( Ast Node qyl nput)

. Par seUnar yExpr ( Ast Node qyl nput)
XPat h. XPat hPar ser .

ParseMul tiplicativeExpr(Ast Node gyl nput)

Par seAddi ti veExpr ( Ast Node qyl nput)

M  Cross-Site Request Forgery B
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of 6

Cross-Site Request Forgery

Severity: m

URL: http://demo.testfire.net/bank/login.aspx

Entity: login.aspx (Page)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,

allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: Insufficient authentication method was used by the application

Fix: Decline malicious requests

Reasoning: The test result seems to indicate a vulnerability because the Test Response (on the right) is identical to the Original
Response (on the left), indicating that the login attempt was successful, even though it included hazardous characters.

Original Response

Object moved to here.

Issue 2
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R

Test Response

Al M | 30 O1F | Contact s | sassnac | searen [ o]
toroMutua T | BEE
Avorotuua > gy

-
& Y Account PERSONAL [ smaut susiness [ nstoe a

« Viewsecount summary, | HEllO JOhN Smith

© Visw Recant

Walcome to Altoro Mutual Online.

. View Account Details: 1001160140 Checking = GO
Language .
Congratulations!
You hava bean pra-approved for an Altoro Gold Visa vith a cradit limit of $10000!
Click Here to apply.
Privacy Policy | Sscunty Statement | 6 2012 Altoro Mutual, Inc.

The Altora Mutual website is published by Watchfirs, Inc. for the sole purpase of demonstrating the effectiveness of Watchfire
products in datacting web application vulnarabilities and wabsite dafacts. This site iz not 3 raal banking sita. Similaritiss, if any, to
third party products and/or vebsites are purely coincidental. This site is provided "as is" vithout varranty of any kind, either axprass.
o implied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms of Use, please go to

Copyright © 2012, Watchfire Corporation, All rights reserved.
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Cross-Site Request Forgery

Severity:

URL: http://demo.testfire.net/bank/transfer.aspx

Entity: transfer.aspx (Page)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: Insufficient authentication method was used by the application

Fix: Decline malicious requests

Reasoning: The test result seems to indicate a vulnerability because the same request was sent twice in different sessions, and
the same response was received. This shows that none of the parameters are dynamic (session identifiers are sent
only in cookies) and therefore that the application is vulnerable to CSRF.

Test Request:

POST /bank/transfer.aspx HTTP/ 1.1

Cont ent - Type: appl i cation/ x- wwwf or m url encoded

Cooki e:  ASP. NET_Sessi onl d=wh542t nOdduonh55nkqt nr 55;
anBessi onl d=334738728;

anmlser | nf o=User Name=anNt aXRo&Passwor d=ZGVt bzEy Mz Q=;
amUser | d=100116014;

anCr edi t Of f er =Car dType=Col d&Li i t =10000&! nt er est =7. 9
Accept - Language: en-US

Accept :

text/htm , application/xhtm +xni, application/xm ;q=0.9, */*;q=0.8
Referer: http://bogus.referer.ibmcom

Host: denp.testfire. net

User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1;
Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR
1.1.4322; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Cont ent - Lengt h: 68

debi t Account =1001160141&cr edi t Account =1001160141&t r ansf er Amount =1234

Issue 3 of 6
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Test Response

POST / bank/transfer.aspx HTTP/ 1.1

Cont ent - Type: appl i cati on/ x- ww-f or m ur | encoded
Cooki e:  ASP. NET_Sessi onl d=wh542t n0Odduonh55nkqt nr 55;
anBessi onl d=334738728;

amUser | nf o=User Name=anNt aXRo&Passwor d=ZGvt bzEyMz Qr;
anlser | d=100116014;

anCr edi t Of f er =Car dType=Col d&Li m t =100008&! nt er est =7. 9
Accept - Language: en-US

Accept :

text/htm ,application/xhtm +xn, application/xm ;q=0.9, */*;q=0.8
Referer: http://bogus.referer.ibmcom

Host: denp.testfire. net

User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1;
Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR
1.1.4322; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Content - Lengt h: 68
debi t Account =1001160141&cr edi t Account =1001160141&t r ansf er Amount =1234

HTTP/ 1.1 200 OK

Date: Sun, 22 Jul 2012 08:25:26 GMT
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0.50727

Cache- Control : no-cache
Pragma: no-cache

Expires: -1

TOC
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Cross-Site Request Forgery
Severity:
URL: http://demo.testfire.net/bank/transaction.aspx

Entity: transaction.aspx (Page)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: Insufficient authentication method was used by the application

Fix: Decline malicious requests

Reasoning: The test result seems to indicate a vulnerability because the same request was sent twice in different sessions, and
the same response was received. This shows that none of the parameters are dynamic (session identifiers are sent
only in cookies) and therefore that the application is vulnerable to CSRF.

Test Request:

POST /bank/transaction.aspx HTTP/ 1.1

Cont ent - Type: appl i cation/ x-wwform url encoded

Cooki e:  ASP. NET_Sessi onl d=wh542t nOdduonh55nkqt nr 55;

anBessi onl d=334738728;

anmlser | nf o=User Name=anNt aXRo&Passwor d=ZGVt bzEy Mz Q=;

aniser | d=100116014;

anCr edi t O f er =Car dType=Col d&Li i t =10000&! nt er est =7. 9

Accept - Language: en-US

Accept :

text/htnl, application/xhtm +xni, application/xnl;g=0.9,*/*;q=0.8
Referer: http://bogus.referer.ibmcom

Host: denp.testfire. net

User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1;
Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET
CLR 1.1.4322; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Cont ent - Length: 176

__EVENTTARGET=& _EVENTARGUVENT=&__VI EWSTATE=%
2FWEPDWUKMT Yz NDg3OTA4NNRK&__EVENTVAL| DATI ON=%

2FWEVBgKV30KhDgK3oeuaBAK3oaes DgK30ZPRBQK30a%2BJ CgK30ZuuAQ/BD%
3D&af t er =1234&bef or e=1234
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Test Response

POST /bank/transaction.aspx HTTP/1.1

Cont ent - Type: appl i cati on/ x- ww-f orm ur| encoded

Cooki e:  ASP. NET_Sessi onl d=wh542t n0dduonh55nkqt nr 55;

anBessi onl d=334738728;

amser | nf o=User Name=anNt aXRo&Passwor d=ZGvt bzEyMz Q;

amser | d=100116014;

anCr edi t Of f er =Car dType=Col d&Li m t =100008&! nt er est =7. 9

Accept - Language: en-US

Accept :

text/htnl, application/xhtm +xn , application/xm;g=0.9,*/*,;q=0.8
Referer: http://bogus.referer.ibmcom

Host: deno.testfire. net

User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1;
Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET
CLR 1.1.4322; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Cont ent -Length: 176

__EVENTTARGET=&__EVENTARGUMVENT=&__VI EWSTATE=%
2FWEPDWUKMTYZNDg3OTA4NmRk & EVENTVALI DATI ON=%
2FWEWBgKV30KhDgK3oeuaBAK3oaes DgK30ZPRBQK30a%2BJ CgK30ZuuAQBD%
3D&af t er =1234&bef or e=1234

HTTP/1.1 200 K

Date: Sun, 22 Jul 2012 08:03:11 GMTI
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0. 50727

Cache- Control : no-cache

Pragma: no-cache

Expires: -1
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Cross-Site Request Forgery

Severity:

URL: http://demo.testfire.net/bank/customize.aspx
Entity: customize.aspx (Page)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: Insufficient authentication method was used by the application

Fix: Decline malicious requests

Reasoning: The test result seems to indicate a vulnerability because the same request was sent twice in different sessions, and
the same response was received. This shows that none of the parameters are dynamic (session identifiers are sent
only in cookies) and therefore that the application is vulnerable to CSRF.

Test Request: Test Response
POST / bank/ cust oni ze. aspx HTTP/ 1.1 POST / bank/ cust omi ze. aspx HTTP/ 1.1
Cont ent - Type: appl i cation/ x-wwform url encoded Cont ent - Type: appl i cati on/ x- ww-f orm ur| encoded
Cooki e:  ASP. NET_Sessi onl d=wh542t nOdduonh55nkqt nr 55; Cooki e:  ASP. NET_Sessi onl d=wh542t n0dduonh55nkqt nr 55;
anBessi onl d=334738728; anBessi onl d=334738728;
anmlser | nf o=User Name=anNt aXRo&Passwor d=ZGVt bzEy Mz Q=; amser | nf o=User Name=anNt aXRo&Passwor d=ZGvt bzEyMz Q;
aniser | d=100116014; amser | d=100116014;
anCr edi t O f er =Car dType=Col d&Li ni t =10000&! nt er est =7. 9; | ang= anCr edi t Of f er =Car dType=Col d&Li m t =10000&! nt erest =7. 9; | ang=
Accept - Language: en-US Accept - Language: en-US
Accept : Accept :
text/htnl, application/xhtm +xni, application/xnl;g=0.9,*/*;q=0.8 text/htnl, application/xhtm +xn , application/xm;g=0.9,*/*,;q=0.8
Referer: http://bogus.referer.ibmcom Referer: http://bogus.referer.ibmcom
Host: denp.testfire. net Host: deno.testfire. net
User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1;
Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET
CLR 1.1.4322; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729) CLR 1.1.4322; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Cont ent - Lengt h: 40 Cont ent - Lengt h: 40
__ VI EWSTATE=9%2 FWEPDMJIM A20T M NDA4ZGQ/8D __VI EWSTATE=%2 FWEPDMIIM A20TMKMDA4ZGCQ/BD

HTTP/ 1.1 200 OK

Date: Sun, 22 Jul 2012 08:03:08 GMI

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0. 50727

Cache-Control : private

Content - Type: text/htnl; charset=iso-8859-1
Cont ent - Lengt h: 5542

Issue 5 of 6 TOC

21/08/2012



Cross-Site Request Forgery

Severity:

URL: http://demo.testfire.net/bank/account.aspx
Entity: account.aspx (Page)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: Insufficient authentication method was used by the application

Fix: Decline malicious requests

Reasoning: The test result seems to indicate a vulnerability because the same request was sent twice in different sessions, and
the same response was received. This shows that none of the parameters are dynamic (session identifiers are sent
only in cookies) and therefore that the application is vulnerable to CSRF.

Test Request: Test Response
POST / bank/ account.aspx HTTP/1.1 POST / bank/ account. aspx HTTP/ 1.1
Cont ent - Type: appl i cation/ x-wwform url encoded Cont ent - Type: appl i cati on/ x- ww-f orm ur| encoded
Cooki e:  ASP. NET_Sessi onl d=wh542t nOdduonh55nkqt nr 55; Cooki e:  ASP. NET_Sessi onl d=wh542t n0dduonh55nkqt nr 55;
anBessi onl d=334738728; anBessi onl d=334738728;
anmlser | nf o=User Name=anNt aXRo&Passwor d=ZGVt bzEy Mz Q=; amser | nf o=User Name=anNt aXRo&Passwor d=ZGvt bzEyMz Q;
aniser | d=100116014; amser | d=100116014;
anCr edi t O f er =Car dType=Col d&Li i t =10000&! nt er est =7. 9 anCr edi t Of f er =Car dType=Col d&Li m t =100008&! nt er est =7. 9
Accept - Language: en-US Accept - Language: en-US
Accept : Accept :
text/htnl, application/xhtm +xni, application/xnl;g=0.9,*/*;q=0.8 text/htnl, application/xhtm +xn , application/xm;g=0.9,*/*,;q=0.8
Referer: http://bogus.referer.ibmcom Referer: http://bogus.referer.ibmcom
Host: denp.testfire. net Host: deno.testfire. net
User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1;
Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET
CLR 1.1.4322; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729) CLR 1.1.4322; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Cont ent - Lengt h: 23 Cont ent - Lengt h: 23
|'i st Account s=1001160141 |'i st Account s=1001160141

HTTP/ 1.1 200 K

Date: Sun, 22 Jul 2012 08:24:38 GMI
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0. 50727

Cache- Control : no-cache

Pragma: no-cache

Expires: -1
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Cross-Site Request Forgery

Severity: [V

URL: http://demo.testfire.net/admin/admin.aspx
Entity: admin.aspx (Page)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: Insufficient authentication method was used by the application

Fix: Decline malicious requests

Reasoning: The test result seems to indicate a vulnerability because the same request was sent twice in different sessions, and
the same response was received. This shows that none of the parameters are dynamic (session identifiers are sent
only in cookies) and therefore that the application is vulnerable to CSRF.

Test Request: Test Response
POST /admi n/ adni n. aspx HTTP/ 1.1 POST /admi n/ adni n. aspx HTTP/ 1.1
Content - Type: application/ x-ww«formurl encoded Cont ent - Type: appl i cation/x-ww-formurl encoded
Cooki e:  ASP. NET_Sessi onl d=eu0gbsj ngqgi r wA5q0opxa45; Cooki e: ASP. NET_Sessi onl d=eu0qbsj ngqgi r wA5q0opxa45;
anBessi onl d=3545750533; anBessi onl d=3545750533;
anmlser | nf o=User Name=anNt aXRo&Passwor d=ZGVt bzEy Mz Q=; amser | nf o=User Name=anNt aXRo&Passwor d=ZGvt bzEyMz Q;
aniser | d=100116014; amser | d=100116014;
anCr edi t O f er =Car dType=Col d&Li mi t =10000&I nt er est =7. 9 anCr edi t O f er =Car dType=Col d&Li nmi t =10000&! nt er est =7. 9
Accept - Language: en-US Accept - Language: en-US
Accept : Accept :
text/htnl, application/xhtm +xni, application/xnl;g=0.9,*/*;q=0.8 text/htnl, application/xhtm +xn , application/xm;g=0.9,*/*,;q=0.8
Referer: http://bogus.referer.ibmcom Referer: http://bogus.referer.ibmcom
Host: denp.testfire. net Host: deno.testfire. net
User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1;
Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET
CLR 1.1.4322; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729) CLR 1.1.4322; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Content - Length: 17 Cont ent -Length: 17
acct t ypes=Savi ngs accttypes=Savi ngs

HTTP/ 1.1 200 &K

Date: Sun, 22 Jul 2012 08:17:49 GMI
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0.50727

Cache- Control : no-cache

Pragma: no-cache

Expires: -1

M  Directory Listing H
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Directory Listing

Severity:

URL: http://demo.testfire.net/bank/

Entity: bank/ (Page)

Risk: It is possible to view and download the contents of certain web application virtual directories, which might contain restricted files

Causes: Directory browsing is enabled

Fix: Modify the server configuration to deny directory listing, and install the latest security patches available

Reasoning: The response contains the content of a directory (directory listing). This indicates that the server allows the listing of

directories, which is not usually recommended.

Test Response

demo.testfire.net - /bank/

[To Parent

5/31/2007
1/12/2011
1/12/2011
1/1z2/2011
1/12/2011
1/12/2011
1/12/2011
1/1z2/2011
1/12/2011
1/12/2011
1/12/2011
1/12/2011
1/12/2011
1/12/2011
1/12/2011
5/31/2007
1/12/2011
6/21/2011
1/12/2011
1/12/2011
1/12/2011
1/12/2011
1/1z2/2011
1/12/2011
1/12/2011

Directory]

12:10 BM <dir> 20060308 bak
11:14 BM 1831 account.aspx
11:14 BPM 4277 account.aspx.cs
11:14 EM 771 apply.aspx

11:14 BEM 2828 apply.aspx.cs
11:14 BM 2236 bank.master

11:14 BPM 1134 kbank.mastcer.cs
11:14 EM 904 customize.aspx
11:14 BM 1855 customize.aspx.cs
11:14 BM 1806 login.aspx

11:14 BPM 5847 login.aspx.cs
11:14 BEM 78 logout.aspx

11:14 BM 336l logout.aspx.cs
11:14 BM 935 main.aspx

11:14 BPM 3951 main.aspx.cs
12:10 BEM <dir> members

11:14 BM 1414 mozxpath.js

11:29 BPM 779 gueryxpath.aspx
11:14 BEM 1838 quervxpath.aspx.cs
11:14 BM 4895 servererrcr.aspX
11:14 BEM 1700 transaction.aspx
11:14 BEM 3826 transaction.aspx.cs
11:14 EM 3930 transfer.aspx
11:14 BM 3505 transfer.aspx.cs
11:14 BM 82 ws.asmx

Issue 2 of 2
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Directory Listing

Severity: m

URL: http://demo.testfire.net/pr/

Entity: pr/ (Page)

Risk: It is possible to view and download the contents of certain web application virtual directories, which might contain restricted files

Causes: Directory browsing is enabled

Fix: Modify the server configuration to deny directory listing, and install the latest security patches available

Reasoning: The response contains the content of a directory (directory listing). This indicates that the server allows the listing of
directories, which is not usually recommended.

Test Response

demo.testfire.net - /pr/

[To Parent Directory]

1/12/2011 11:14 PM 63887 communityannualreport.pdf
6/21/2011 11:28 EM 779 Docs.xml
1/12/2011 11:14 EM 11281 Drafc.rtcf
1/12/2011 11:14 EM 187754 Q3 _earnings.rtf
M  HTTP Response Splitting TOC

Issue 1 of 1
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HTTP Response Splitting

Severity: [V

URL: http://demo.testfire.net/bank/customize.aspx
Entity: lang (Parameter)
Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,

allowing the hacker to view or alter user records, and to perform transactions as that user
It is possible to deface the site content through web-cache poisoning

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the Global Validation feature found an embedded script in the
response, which was probably injected by a previous test.

Raw Test Response:

Host: denp.testfire. net
User-Agent: Mdzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 1.1.4322;
.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

HTTP/ 1.1 200 OK

Date: Sun, 22 Jul 2012 08:36:38 GMI
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0. 50727
AppScanHeader: AppScanVal ue/ 1. 2-3
SecondAppScanHeader: what ever; path=/
Cache-Control: private

Content - Type: text/htm; charset=i so-8859-1
Content - Length: 5706

Set - Cooki e: | ang=Foobar

<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional //EN" "http://ww.w3. org/ TR/ xht ml 1/ DTD/ xht nl 1-transi ti onal . dtd">

M  Inadequate Account Lockout ToC

Issue 1 of 1 TOC

Inadequate Account Lockout

Severity: m

URL: http://demo.testfire.net/bank/login.aspx

Entity: passw (Parameter)

Risk: It might be possible to escalate user privileges and gain administrative permissions over the web application
Causes: Insecure web application programming or configuration

Fix: Enforce account lockout after several failed login attempts
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Reasoning: Two legitimate login attempts were sent, with several false login attempts in between. The last response was identical
to the first. This suggests that there is inadequate account lockout enforcement, allowing brute-force attacks on the
login page. (This is true even if the first response was not a successful login page.)

Test Response (first) Test Response (last)
Sian OFF | Contact Us | Feedback | Seach | Go| Sin OFF | Contact Us | Feedback | Search| | Go
AltoroMutual » gm( ¢ 3{ AltoroMutual » ﬂm( TR
[ B0 - R

& v accou pemsonaL e == & v accous pE= | =a

IWANTTO ...

IWANTTO ...

Hello John Smith Hello John Smith

leome to Altore Mutual Online.

View Account Details 1001160140 Checking =] Go

Congratulations!

lcom to Altor Mutus Online.

View Account Details: 1001160140 Checking ~| GO

Congratulations!

You have bean pra-approvad for an Altoro Gold Visa vith 3 credit limit of $100001 You have baen pre-approved for an Altoro Gold Visa vith 3 cradit limit of 10000

Click Hers to apply. Click Here to =pply.

Brivacy Policy | Security Statemant | © 2012 Altoro Mutual, Inc. nt | © 2012 Altoro Mutual, Inc.

or implied. Watchfire doss or implied. Watchfire doss

Copyright © 2012, Watchfire Corporation, Al fights reserves d. Copyright © 2012, Watchfire Corporation, All rights reserved.

i

Link Injection (facilitates Cross-Site Request Forgery) B

Issue 1 of 6 TOC

Link Injection (facilitates Cross-Site Request Forgery)
Severity: m

URL: http://demo.testfire.net/search.aspx

Entity: txtSearch (Parameter)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user
It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.
It is possible to upload, modify or delete web pages, scripts and files on the web server

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the test response contained a link to the file "WF_XSRF.html".
Test Response
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B MY ACCOUNT

PERSONAL

| SMALL BUSINESS INSIDE ALTORO MUTUAL

PERSONAL

Deposit Product
Checking

Loan Products
Cards
Investments B
Insurance

Other Services

SMALL BUSINESS

Deposit Products
Lending Services
Cards

Insurance
Retirement

Other Services

INSIDE ALTORO MUTUAL

About Us

Contact Us
Locations
Investor Relstions
Press Room

Careers

Search Results

Mo results were found for the guery:

|

Privacy Policy |

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire
products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to

third nartw nradurts and/nr wehsites are nurele caincidental. This site is nrovided "as is" withaot warranty of anv kind. either axnrass

Issue 2 of 6

Security Statement

| & 2012 Altore Mutual, Inc.

Link Injection (facilitates Cross-Site Request Forgery)

Severity:

URL: http://demo.testfire.net/survey_complete.aspx

Entity: txtEmail (Parameter)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user
It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.
It is possible to upload, modify or delete web pages, scripts and files on the web server

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the test response contained a link to the file "WF_XSRF.html".

Test Response
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B MY ACCOUNT

PERSONAL

SMALL BUSINESS | INSIDE ALTORO MUTUAL

PERSONAL

Deposit Product
Checking

Loan Products
Cards
Investments B
Insurance

Other Services

SMALL BUSINESS

Deposit Products
Lending Services
Cards

Insurance
Retirement

Other Services

INSIDE ALTORO MUTUAL

About Us

Contact Us
Locations
Investor Relstions
Press Room

Careers

Thanks

Thanks for your entry. We will contact you shortly at:

x
mey

Privacy Policy |

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire
products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to

third nartw nradurts and/nr wehsites are nurele caincidental. This site is nrovided "as is" withaot warranty of anv kind. either axnrass

Issue 3 of 6

Security Statement

| & 2012 Altore Mutual, Inc.

Link Injection (facilitates Cross-Site Request Forgery)

Severity:

URL: http://demo.testfire.net/comment.aspx

Entity: name (Parameter)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user
It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.
It is possible to upload, modify or delete web pages, scripts and files on the web server

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the test response contained a link to the file "WF_XSRF.html".

Test Response
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PERSONAL

Deposit Product
Checking
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Cards
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SMALL BUSINESS

Deposit Products
Lending Services
Cards

Insurance
Retirement

Other Services

INSIDE ALTORO MUTUAL

About Us

Contact Us
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Investor Relstions
Press Room

Careers

Thank You

x
Thank you for your comments, "' . They vill be reviewed by our Customer Service
staff and given the full attention that they deserve.

Privacy Policy |

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire
products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to

third nartw nradurts and/nr wehsites are nurele caincidental. This site is nrovided "as is" withaot warranty of anv kind. either axnrass

Issue 4 of 6

Security Statement

| & 2012 Altore Mutual, Inc.

Link Injection (facilitates Cross-Site Request Forgery)

Severity:

URL: http://demo.testfire.net/bank/transfer.aspx

Entity: debitAccount (Parameter)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user
It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.
It is possible to upload, modify or delete web pages, scripts and files on the web server

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the test response contained a link to the file "WF_XSRF.html".

Test Response
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AltoroMutual » EE |

B MY ACCOUNT PERSONAL | SMALL BUSINESS | INSIDE ALTORO MUTUAL
I WANTTO ...
® View Account Summary Trarleer Funds
® View Recent
Lr=nsactions From Account: | 1001160140 Checking ~|
® Transfer Funds
& Search Mevs Articles To Account: ITUU11EU14U Checkingj
® Customize Site
Language Amount to Transfer: I
Transfer Money I
System.Data.0OleDb.OleDbException: Syntax error in string in query exprassion
x
'accountid=""= . at
System.Data.0OleDb.0OleDbCommand.ExecuteCommandTextErrorHandling[OleDbHResult hr) at
Systermn.Data.OleDb.OleDbCommand.ExecuteCommandTextForSingleResult(tagDEPARAMS
dbParams, Objectf executeResult) at
Systermn.Data.0leDb.OleDbCommand.ExecuteCommand Text(Objectf executeResult) at
System.Data.0OleDb.OleDbCommand.ExecuteCommand{CommandBehavior behavior, Object
executeResult) at System.Data.0OleDb.OleDbCommand.ExecuteReaderlnternal
(CommandBehavior behavior, String method) at
System.Data.OleDb.OleDbCommand.ExecuteScalar() at Altoro.Services. TransferBalance
(ManeyTransfer transDetails) in d:\downloads\AltoroMutual_ve
‘website\App_Code\WebService.csiline 148
Privacy Policy | Security Statement | & 2012 Altoro Mutual, Inc.

Issue 5 of 6

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire
products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any. to

Link Injection (facilitates Cross-Site Request Forgery)

Severity:

URL: http://demo.testfire.net/bank/transfer.aspx

Entity: creditAccount (Parameter)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,

allowing the hacker to view or alter user records, and to perform transactions as that user

It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social

security number etc.

It is possible to upload, modify or delete web pages, scripts and files on the web server

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the test response contained a link to the file "WF_XSRF.html".

Test Response
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AltoroMutual » g@ i

B MY ACCOUNT PERSONAL | SMALL BUSINESS INSIDE ALTORO MUTUAL
IWANTTD ...
& View Account Summary Translfer Funds
® View Recent
frensactions From Account: | 1001160140 Checking ~ |
® Transfer Funds
* Search News Articles To Account: [ 1001160140 Checking ~ |
® Customize Site
Lanquage Amount to Transfer: I
Transfer Money I
System.Data.OleDb.OleDbException: Syntax error in string in query expression
‘accountid=""> . at
System.Data.0leDb.OleDbCommand.ExecuteCommandTextErrorHandling[OleDbHResult hr) at
System.Data.OleDb.OleDbCommand.ExecuteCommandTextForSingleResult{tagDEPARAMS
dbParams, Objectf executeResult) at
Systermn.Data.0leDb.OleDbCommand.ExecuteCommand Text(Objectf executeResult) at
System.Data.0OleDb.0OleDbCommand.ExecuteCommand{CommandBehavior behavior, Objectf
executeResult) at System.Data.OleDb.OleDbCommand.ExecuteReaderinternal
(CommandBehavior behavior, String methad) at
System.Data.0OleDb.OleDbCommand.ExecuteScalar() at Altoro.Services. TransferBalance
{MoneyTransfer transDetails) in d:\downloads'\AltoroMutual_vs
‘websitebApp_Code\WebService.csiline 155
Erivacy Policy | Security Statement | & 2012 Altoro Mutual, Inc.

Issue 6 of 6

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire
products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to

Link Injection (facilitates Cross-Site Request Forgery)

Severity:

URL: http://demo.testfire.net/bank/customize.aspx

Entity: lang (Parameter)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,

allowing the hacker to view or alter user records, and to perform transactions as that user

It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social

security number etc.

It is possible to upload, modify or delete web pages, scripts and files on the web server

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the test response contained a link to the file "WF_XSRF.html".

Test Response
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B MY ACCOUNT PERSONAL | | INSIDE ALTORD MUTUAL
IWANTTD ... - -
o viewaccount summery | CUSTtOMIZe Site Language
® View Recent
Transactions %
® Transfer Funds Curent Language: "'=
# Search Mews Articles
® Customize Site You can change the language setting by choosing:
Language
International English
Erivacy Policy | Security Statement | & 2012 Altore Mutual, Inc.

The Altoro Mutual website is published by Watchfire, Inc. for the sole purpose of demonstrating the effectiveness of Watchfire

products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to

third party products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind, either express

htto://varare watchfire.com/statements/terms.aspx.

Copyright @ 2012, Watchfire Corporation, All rights reserved.

E or implied. Watchfire does not assume any risk in relation to your use of this website. For additional Terms of Use, please go to

M  Open Redirect

Issue 1 of 2

Open Redirect

Severity: m

URL: http://demo.testfire.net/disclaimer.htm

Entity: disclaimer.htm:32 (Page)

Risk: It is possible for an attacker to use the web server to attack other sites, which increases his or her anonymity

Causes: The web application performs a redirection to an external site

Fix: Analyze and harden client side (JavaScript) code.

Reasoning: Reasoning is not available for this issue.

} variPos = document.URL.indexOf("url=")+4;  var sDst = document.URL.substring
(iPos,document.URL.length);

21/08/2012
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("http") == 0 && sDst.indexOf(document.location.hostname) != -
1){ if (window.opener) { window.opener.location.href = "http" + sDst.substring(4); cl
O; }else { window.location.href = "http" + sDst.substring(4);
Issue 2 of 2 ToC

Open Redirect

Severity: m

URL:

Entit

http://demo.testfire.net/disclaimer.htm

y: disclaimer.htm:35 (Page)

Risk: It is possible for an attacker to use the web server to attack other sites, which increases his or her anonymity

Causes: The web application performs a redirection to an external site

Fix:

Analyze and harden client side (JavaScript) code.

Reasoning: Reasoning is not available for this issue.

} variPos = document.URL.indexOf("url=")+4;  var sDst = document.URL.substring
(iPos,document.URL.length); //if redirection is in the application's domain, don't ask for authorization if ( sDst.indexOf
("http") == 0 && sDst.indexOf(document.location.hostname) != -

1){ if (window.opener) { window.opener.location.href = "http" + sDst.substring(4); cl
O; }else { window.location.href = "http" + sDst.substring(4); 1}
M  Phishing Through Frames B ToC
Issue 1 of 6 ToC

Phishing Through Frames

Severity: m

URL:

http://demo.testfire.net/search.aspx

Entity: txtSearch (Parameter)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social

Cau

Fix:

security number etc.
ses: Sanitation of hazardous characters was not performed correctly on user input

Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the test response contained a frame/iframe to URL
"http://demo.testfire.net/phishing.html".

Test Response

21/08/2012
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Phishing Sample

Issue 2 of 6

Phishing Through Frames
Severity:
URL: http://demo.testfire.net/survey_complete.aspx

Entity: txtEmail (Parameter)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the test response contained a frame/iframe to URL
"http://demo.testfire.net/phishing.html".

Test Response

21/08/2012
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Phishing Sample

Issue 3 of 6

Phishing Through Frames

Severity:

URL: http://demo.testfire.net/comment.aspx
Entity: name (Parameter)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the test response contained a frame/iframe to URL
"http://demo.testfire.net/phishing.html".

Test Response

21/08/2012
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Phishing Sample

Issue 4 of 6

Phishing Through Frames
Severity:
URL: http://demo.testfire.net/bank/transfer.aspx

Entity: debitAccount (Parameter)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the test response contained a frame/iframe to URL
"http://demo.testfire.net/phishing.html".

Test Response

21/08/2012
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Phishing Sample

Issue 5 of 6
Phishing Through Frames
Severity:
URL: http://demo.testfire.net/bank/transfer.aspx
Entity: creditAccount (Parameter)
Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.
Causes: Sanitation of hazardous characters was not performed correctly on user input
Fix: Review possible solutions for hazardous character injection
Reasoning: The test result seems to indicate a vulnerability because the test response contained a frame/iframe to URL
"http://demo.testfire.net/phishing.html".
Test Response
Phishing Sample
21/08/2012
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Issue 6 of 6
Phishing Through Frames
Severity:
URL: http://demo.testfire.net/bank/customize.aspx
Entity: lang (Parameter)
Risk: It is possible to persuade a naive user to supply sensitive information such as username, password, credit card number, social
security number etc.
Causes: Sanitation of hazardous characters was not performed correctly on user input
Fix: Review possible solutions for hazardous character injection
Reasoning: The test result seems to indicate a vulnerability because the test response contained a frame/iframe to URL
"http://demo.testfire.net/phishing.html".
Test Response
Phishing Sample
21/08/2012
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M | Session ldentifier Not Updated TOC

Issue 1 of 1 TOC

Session ldentifier Not Updated
Severity: [V

URL: http://demo.testfire.net/bank/login.aspx
Entity: login.aspx (Page)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: Insecure web application programming or configuration

Fix: Do not accept externally created session identifiers

Reasoning: The test result seems to indicate a vulnerability because the session identifiers in the Original Request (on the left)
and in the Response (on the right) are identical. They should have been updated in the response.

Autocomplete HTML Attribute Not Disabled for Password Field ToC

21/08/2012
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Issue 1 of 4

Autocomplete HTML Attribute Not Disabled for Password Field
Severity:

URL: http://demo.testfire.net/bank/login.aspx

Entity: login.aspx (Page)

Risk: It may be possible to bypass the web application's authentication mechanism
Causes: Insecure web application programming or configuration

Fix: Correctly set the "autocomplete" attribute to "off"

Reasoning: AppScan has found that a password field does not enforce the disabling of the autocomplete feature.
Raw Test Response:

</td>
<td>
</td>
</tr>
<tr>
<t d>
Passwor d:
</td>
<t d>
<i nput type="password" id="passw' name="passw' style="width: 150px;">
</td>
</tr>
<tr>
<td></td>
<td>
<input type="subnit" name="btnSubmt" val ue="Login">
</td>
<[tr>
</ tabl e>

Issue 2 of 4

Autocomplete HTML Attribute Not Disabled for Password Field
Severity:

URL: http://demo.testfire.net/bank/apply.aspx

Entity: apply.aspx (Page)

Risk: It may be possible to bypass the web application's authentication mechanism
Causes: Insecure web application programming or configuration

Fix: Correctly set the "autocomplete" attribute to "off"

Reasoning: AppScan has found that a password field does not enforce the disabling of the autocomplete feature.
Raw Test Response:

Vi sa Application</hl>

21/08/2012
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<l--
userid = user Cooki e. Val ues["UserI D']. ToString();
cLimt = Request.Cookies["Limt"].Value;
clnterest = Request. Cookies["Interest"]. Val ue;
cType = Request. Cooki es["CardType"]. Val ue;

-->

<span id="_ctl0__ctl0_Content_Main_| bl Message"><p><b>No application is needed. </b>To approve your new $10000 Al toro Mitual Cold
Visa<br />with an 7.9% APR sinply enter your password bel ow. </ p><f orm nmet hod="post" name="Credit" action="apply.aspx"><table

bor der =0><t r ><t d>Passwor d: </ t d><t d><i nput type="password" nane="passwd"></td></tr><tr><td></td><td><i nput type="submt" name="Submt"
val ue="Subni t"></t d></tr></t abl e></ f or mp</ span>

<l--
Password is not revalidated but stored in
nmai nframe for non-repudiation purposes.
co®
</ div>
Issue 3 of 4 ToC

Autocomplete HTML Attribute Not Disabled for Password Field
Severity:

URL: http://demo.testfire.net/admin/login.aspx

Entity: login.aspx (Page)

Risk: It may be possible to bypass the web application's authentication mechanism
Causes: Insecure web application programming or configuration

Fix: Correctly set the "autocomplete" attribute to "off"

Reasoning: AppScan has found that a password field does not enforce the disabling of the autocomplete feature.
Raw Test Response:

<f orm name="aspnet For nf net hod="post" action="1ogin.aspx" i d="aspnet Forni'>
<input type="hi dden" name="__VI EWBTATE" id="__VI EWSTATE" val ue="/wEPDMJKMIY5CDYzN k3NWRK" />

<i nput type="hidden" name="__EVENTVALI DATI ON' id="__EVENTVALI DATI ON' val ue="/wEWBAKM Pqgl CgKaqvKt BQKWIPeSCgL73pWUBA==" />
<ing id="captcha" src="captcha.aspx" /><br />
<p>
<strong>Enter the code shown above: </strong><br />
<i nput name="_ct| 0: _ct|0: Cont ent: Mai n: CodeNunber Text Box" type="text" id="_ctl0__ctl0_Content_Mi n_CodeNurmber Text Box" /><br /><br />
<strong>Enter the administrative password: </strong><br />
<i nput name="_ct|0: _ctl 0: Cont ent: Mai n: Passwor d" type="password" id="_ctl|0__ctl0_Content_Min_Password" /><br /><br />
<input type="submit" name="_ct|0: _ctl|0: Content: Mai n: Submi t Button" val ue="Submit" id="_ctl0__ctl0_Content_Main_SubmtButton" /><br />
</ p>
<p><span id="_ct|0__ctl0_Content _Mi n_MessagelLabel "></span></ p>
</form

<script>

wi ndow. onl oad = docunent.forns[1].el ements[1].focus();
</script>
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Autocomplete HTML Attribute Not Disabled for Password Field
Severity:

URL: http://demo.testfire.net/admin/admin.aspx

Entity: admin.aspx (Page)

Risk: It may be possible to bypass the web application's authentication mechanism
Causes: Insecure web application programming or configuration

Fix: Correctly set the "autocomplete" attribute to "off"

Reasoning: AppScan has found that a password field does not enforce the disabling of the autocomplete feature.
Raw Test Response:

Confirm
</th>
<t h>&nbsp; </t h>
</tr>
<tr>
<td>
<select id="" name="" ><option val ue="1">1 adnin</option><option val ue="2">2 tuser</option><option val ue="100116013">100116013
sj oe</ opti on><option val ue="100116014">100116014 j smi t h</ opti on><option val ue="100116015">100116015 ccl ay</ opti on><opti on
val ue="100116018">100116018 sspeed</ opti on></ sel ect >
</td>
<td>
<i nput type="password" name="passwordl">
</td>
<td>
<i nput type="password" name="password2">
</td>
<td>
<i nput type="submt" nanme="change" val ue="Change Password">
</td>
</tr>
</form
<f orm met hod="post" name="addUser" action="adnin.aspx" id="addUser" onsubmit="return confirnpass(this);">
<tr>
<td col span="4"><h2>Add an new user.</h2></td>

<td>
<input type="text" name="firstnane">
<br>
<input type="text" name="|astname">
</td>
<td>
<input type="text" nanme="usernanme">
</td>
<td>
<i nput type="password" nanme="passwordl">
<br>
<input type="password" nanme="password2">
</td>
<td>
<input type="submt" name="add" val ue="Add User">
</td>
</tr>
<tr>
<td col span="4">|t is highly recoomended that you | eave the username as first
initial last name. The user id will be created automatically.
</td>
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Issue 1 of 16 TOC

Database Error Pattern Found

Severity:

URL: http://demo.testfire.net/subscribe.aspx

Entity: subscribe.aspx (Global)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

<div id="wapper" style="width: 99%">

<div class="err" style="width: 99%">
<h1>An Error Has Cccurred</hl>
<h2>Summary: </ h2>

<p><b><span id="_ct|0_Content _| bl Summary"”>Syntax error (missing operator) in query expression ''&gt;&quot;"'&gt;& t;scriptd&gt;alert(1524)
&t;/scripté&gt;’)".
</ span></ b></ p>

<h2>Error Message: </ h2>

<p><span id="_ct|0_Content_| bl Detai | s">System Data. O eDb. O eDbException: Syntax error (mssing operator) in query expression
‘' &gt; &quot ;' &gt; & t; script&gt;alert(1524)&t;/scripté&gt;')".

at System Dat a. O eDb. O eDbCommand. Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

at System Dat a. O eDb. O eDbConmand. Execut eConmandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eCommandText ( Obj ect &anp; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eCommand( ConmandBehavi or behavi or, bj ect &anp; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal (ConmandBehavi or behavi or, String net hod)

at System Data. O eDb. O eDbCommand. Execut eNonQuer y()

at Altoro. Subscribe. Page_Load(Chj ect sender, EventArgs e) in d:\downl oads\Al toroMitual _v6\website\subscribe.aspx.cs:line 48

at System Web. Util. CalliHel per. Event ArgFunctionCaller(IntPtr fp, Object o, Cbject t, EventArgs e)

at System Web. Util. Cal | i Event Handl er Del egat eProxy. Cal | back( Cbj ect sender, EventArgs e)

Issue 2 of 16 TOC
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Database Error Pattern Found

Severity:

URL: http://demo.testfire.net/subscribe.aspx

Entity: txtEmail (Global)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

<div id="wapper" style="width: 99%">

<div class="err" style="width: 99%">
<h1>An Error Has Cccurred</hl>
<h2>Summary: </ h2>

<p><b><span id="_ct|0_Content_| bl Summary">Syntax error in string in query expression ''test@ltoromutual.comAFXSSProbe' &quot;)/&gt;")".
</ span></ b></ p>
<h2>Error Message: </ h2>
<p><span id="_ct| 0_Content_| bl Detai | s">System Data. O eDb. O eDbException: Syntax error in string in query expression
"' test @l toromutual . comAFXSSProbe' &quot; )/ &gt;")" .
at System Data. O eDb. O eDbCommand. Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)
at System Data. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)
at System Dat a. O eDb. O eDbCommand. Execut eCommandText ( Cbj ect &anp; execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eCommand( ConmmandBehavi or behavi or, Obj ect &np; execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal ( CommandBehavi or behavi or, String net hod)
at System Dat a. O eDb. O eDbCommand. Execut eNonQuer y()
at Altoro. Subscribe. Page_Load( Obj ect sender, EventArgs e) in d:\downl oads\ Al toroMitual _v6\website\subscribe.aspx.cs:line 48
at System Web. Util. CalliHel per. Event ArgFunctionCaller(IntPtr fp, Object o, Cbject t, EventArgs e)
at System Web. Util. Cal | i Event Handl er Del egat eProxy. Cal | back( Cbj ect sender, EventArgs e)

Issue 3 of 16 TOC

Database Error Pattern Found

Severity:

URL: http://demo.testfire.net/bank/transaction.aspx

Entity: before (Global)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:
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<div id="wapper" style="width: 99%">

<div class="err" style="width: 99%">
<h1>An Error Has Cccurred</hl>
<h2>Sunmmary: </ h2>
<p><b><span id="_ct|0_Content _| bl Sumrary"”>Syntax error (m ssing operator) in query expression '1=1 and t.trans_date &gt;= 1234 and
t.trans_date & t;= 1234WFXSSProbe and a.userid = 100116014'.
</ span></ b></ p>
<h2>Error Message: </ h2>
<p><span id="_ct|0_Content_| bl Detail s">System Data. O eDb. O eDbExcepti on: Syntax error (m ssing operator) in query expression '1=1 and
t.trans_date &gt;= 1234 and t.trans_date & t;= 1234WXSSProbe and a.userid = 100116014".
at System Dat a. O eDb. O eDbConmand. Execut eConmandText Er r or Handl i ng( O eDbHResul t hr)
at System Data. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eCommandText ( Obj ect &anp; execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eCommand( CommandBehavi or behavi or, Cbj ect &np; execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal (CommandBehavi or behavi or, String net hod)
at System Dat a. O eDb. O eDbConmand. Execut eReader ( CommandBehavi or behavi or)
at System Data. O eDb. O eDbCommand. Syst em Dat a. | DoCommand. Execut eReader ( ConmandBehavi or behavi or)
at System Dat a. Cormon. DoDat aAdapt er. Fi | | I nt ernal (Dat aSet dataset, DataTable[] datatables, Int32 startRecord, |nt32 naxRecords, String
srcTabl e, | DobCommand conmand, ConmandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapt er. Fi | | (Dat aSet dataSet, Int32 startRecord, |nt32 nmaxRecords, String srcTable, |DbCommand command,
CommandBehavi or behavi or)

Issue 4 of 16 TOC

Database Error Pattern Found

Severity:

URL: http://demo.testfire.net/bank/transaction.aspx

Entity: after (Global)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

<div id="wapper" style="width: 99%">

<div class="err" style="width: 99%">

<h1>An Error Has Cccurred</hl>

<h2>Summary: </ h2>

<p><b><span i d="_ct|0_Content_| bl Summary">Syntax error (nmissing operator) in query expression '1=1 and t.trans_date &gt;= 1234WFXSSProbe
and t.trans_date & t;= 1234 and a.userid = 100116014 .

</ span></ b></ p>

<h2>Error Message: </ h2>
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<p><span id="_ct|0_Content_| bl Detail s">System Data. O eDb. O eDbException: Syntax error (mssing operator) in query expression '1=1 and
t.trans_date &gt;= 1234WFXSSProbe and t.trans_date & t;= 1234 and a.userid = 100116014".

at System Data. O eDb. O eDbCommand. Execut eCommandText Err or Handl i ng( O eDbHResul t hr)

at System Dat a. O eDb. O eDbConmand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, (bj ect &anp; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eCommandText ( Cbj ect &anp; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eCommand( ConmandBehavi or behavi or, Obj ect &np; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal ( CommandBehavi or behavi or, String net hod)

at System Data. O eDb. O eDbCommand. Execut eReader ( ConmandBehavi or behavi or)

at System Data. O eDb. O eDbCommand. Syst em Dat a. | DbCommand. Execut eReader ( ConmandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapter. Fi | | I nternal (DataSet dataset, DataTable[] datatables, Int32 startRecord, |nt32 naxRecords, String
srcTabl e, | DbCommand command, ConmandBehavi or behavi or)

at System Dat a. Cormon. DbDat aAdapt er. Fi | | (Dat aSet dataSet, Int32 startRecord, Int32 maxRecords, String srcTable, |DbCommand conmand,
CommandBehavi or behavi or)

Issue 5 of 16

Database Error Pattern Found

Severity:

URL: http://demo.testfire.net/bank/login.aspx

Entity: login.aspx (Global)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

<div id="wrapper" style="width: 99%">

<div class="err" style="width: 99%">
<hl>An Error Has Cccurred</hl>
<h2>Summary: </ h2>

<p><b><span id="_ct|0_Content _| bl Sumrary"”>Syntax error (m ssing operator) in query expression 'usernane =
' &gt ; &quot ;' &gt; & t; script&gt; alert(1549) & t;/script&gt;' AND password = '&gt; &quot;' &gt; & t;script&gt;alert(1549)& t;/script&gt;'".
</ span></ b></ p>

<h2>Error Message: </ h2>

<p><span id="_ct| 0_Content_| bl Detail s">System Data. O eDb. O eDbException: Syntax error (mssing operator) in query expression 'usernane =
' &gt ; &quot ;' &gt; &l t; script&gt;alert(1549) & t;/script&gt;' AND password = '&gt; &quot;' &gt; & t;script&gt;alert(1549)&lt;/script&gt;'".

at System Dat a. O eDb. O eDbConmand. Execut eConmandText Er r or Handl i ng( O eDbHResul t hr)

at System Data. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)

at System Dat a. O eDb. O eDbConmand. Execut eCommandText ( Obj ect &anp; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eCommand( CommandBehavi or behavi or, Cbj ect &np; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal (CommandBehavi or behavi or, String net hod)

at System Dat a. O eDb. O eDbConmand. Execut eReader ( CommandBehavi or behavi or)

at System Data. O eDb. O eDbCommand. Syst em Dat a. | DbCommrand. Execut eReader ( ConmandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapt er. Fi | | I nt ernal (Dat aSet dataset, DataTable[] datatables, Int32 startRecord, Int32 naxRecords, String
srcTabl e, | DbCommand conmand, ConmandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapt er. Fi | | (Dat aSet dataSet, Int32 startRecord, Int32 naxRecords, String srcTable, |DbCommand command,
CommandBehavi or behavi or)
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Database Error Pattern Found
Severity:
URL: http://demo.testfire.net/bank/login.aspx
Entity: amUserld (Global)
Risk: It is possible to view, modify or delete database entries and tables
Causes: Sanitation of hazardous characters was not performed correctly on user input
Fix: Review possible solutions for hazardous character injection
Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.
Raw Test Response:
<div id="wapper" style="width: 99%">
<div class="err" style="width: 99%">
<h1>An Error Has Cccurred</hl>
<h2>Summary: </ h2>
<p><b><span i d="_ct|0_Content_| bl Summary">Syntax error (mssing operator) in query expression 'userid = 100116014\WF-XSSPr obe' .
</ span></ b></ p>
<h2>Error Message: </ h2>
<p><span id="_ct|0_Content_| bl Detail s">System Data. O eDb. O eDbExcepti on: Syntax error (mi ssing operator) in query expression 'userid =
100116014WFXSSPr obe' .
at System Data. O eDb. O eDbCommand. Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)
at System Data. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)
at System Dat a. O eDb. O eDbCommand. Execut eCommandText ( Cbj ect &anp; execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eCommand( CommandBehavi or behavi or, Obj ect &np; execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal ( CommandBehavi or behavi or, String net hod)
at System Data. O eDb. O eDbCommand. Execut eReader ( ConmandBehavi or behavi or)
at System Data. O eDb. O eDbCommand. Syst em Dat a. | DbConmand. Execut eReader ( ConmandBehavi or behavi or)
at System Dat a. Cormon. DbDat aAdapter. Fi | | I nternal (DataSet dataset, DataTable[] datatables, Int32 startRecord, |nt32 maxRecords, String
srcTabl e, | DbCommand conmmand, ConmandBehavi or behavi or)
at System Dat a. Cormon. DoDat aAdapt er. Fi | | (Dat aSet dataSet, Int32 startRecord, Int32 naxRecords, String srcTable, |DbCommand command,
ConmmandBehavi or behavi or)
Issue 7 of 16 ToC
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Database Error Pattern Found

Severity:

URL: http://demo.testfire.net/bank/transfer.aspx

Entity: amUserld (Global)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

<div id="wapper" style="width: 99%">

<div class="err" style="width: 99%">

<h1>An Error Has Cccurred</ hl>

<h2>Summary: </ h2>

<p><b><span i d="_ct|0_Content_| bl Summary">Syntax error (mssing operator) in query expression 'userid = 100116014\WFXSSPr obe' .
</ span></ b></ p>

<h2>Error Message: </ h2>

<p><span id="_ct|0_Content_| bl Detail s">System Data. O eDb. O eDbExcepti on: Syntax error (m ssing operator) in query expression 'userid =
100116014WFXSSPr obe' .

at
at
at
at
at
at
at
at

srcTabl e,

System Dat a. O eDb
Syst em Dat a. d eDb
System Data. O eDb
System Dat a. 0 eDb
Syst em Dat a. 0 eDb
System Data. O eDb
Syst em Dat a. O eDb

. 0 eDbCommand.
. 0 eDbCommand.
. O eDbCommand.
. 0 eDbCommand.
. 0 eDbCommand.
. O eDbConmand.
. 0 eDbCommand.

Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)
Execut eCommandText ( Cbj ect &anp; execut eResul t)

Execut eCommand( ConmmandBehavi or behavi or, Obj ect &np; execut eResul t)

Execut eReader | nt er nal (CommandBehavi or behavi or, String net hod)

Execut eReader ( ConmandBehavi or behavi or)

Syst em Dat a. | DoConmand. Execut eReader ( ConmandBehavi or behavi or)

Syst em Dat a. Cormon. DbDat aAdapter. Fi | | I nternal (DataSet dataset, DataTable[] datatables, Int32 startRecord, |nt32 maxRecords, String

| DbCommand conmand, ConmandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapt er. Fi | | (Dat aSet dataSet, Int32 startRecord, Int32 naxRecords, String srcTable, |DbCommand command,
ConmmandBehavi or behavi or)

Issue 8 of 16 ToC
Database Error Pattern Found
Severity:
URL: http://demo.testfire.net/bank/account.aspx
Entity: amUserld (Global)
Risk: It is possible to view, modify or delete database entries and tables
Causes: Sanitation of hazardous characters was not performed correctly on user input
Fix: Review possible solutions for hazardous character injection
Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.
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Raw Test Response:

<div id="wapper" style="width: 99%">

<div class="err" style="width: 99%">

<h1>An Error Has Cccurred</hl>

<h2>Sunmmary: </ h2>

<p><b><span id="_ct|0_Content _| bl Summary">Syntax error (missing operator) in query expression 'userid = 100116014WFXSSPr obe' .

</ span></ b></ p>

<h2>Error Message:

</ h2>

<p><span id="_ct|0_Content_| bl Detail s">System Data. O eDb. O eDbExcepti on: Syntax error (m ssing operator) in query expression 'userid =
100116014WFXSSPr obe' .

at System Data.
at System Data.
at System Data.
at System Data.
at System Data.
at System Data.
at System Data.
at System Data.

d eDb
d eDb
d eDb
d eDb
d eDb
d eDb
d eDb

. 0 eDbCommand.
. 0 eDbCommand.
. O eDbConmand.
. 0 eDbCommand.
. 0 eDbCommand.
. 0 eDbComrand.
. 0 eDbCommand.

Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)
Execut eCommandText ( Cbj ect &anp; execut eResul t)

Execut eCommand( ConmmandBehavi or behavi or, Obj ect &np; execut eResul t)

Execut eReader | nt er nal (CommandBehavi or behavi or, String nethod)

Execut eReader ( ConmandBehavi or behavi or)

Syst em Dat a. | DoCommand. Execut eReader ( ConmandBehavi or behavi or)

Conmon. DbDat aAdapt er. Fi | | I nternal (Dat aSet dataset, DataTable[] datatables, Int32 startRecord, Int32 maxRecords, String
srcTabl e, | DbCommand command, ConmandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapt er. Fi | | (Dat aSet dataSet, Int32 startRecord, Int32 naxRecords, String srcTable, |DbCommand comand,
ConmmandBehavi or behavi or)

Issue 9 of 16

Database Error Pattern Found

Severity:

URL: http://demo.testfire.net/bank/transaction.aspx

Entity: amUserld (Global)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that

the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

<div id="wapper" style="width: 99%">

<div class="err" style="width: 99%">

<hl>An Error Has Cccurred</hl>

<h2>Sunmmary: </ h2>

<p><b><span id="_ct|0_Content_| bl Sunmary">Syntax error (nissing operator) in query expression '1=1 and t.trans_date &gt;= 1234 and
t.trans_date & t;= 1234 and a.userid = 100116014WFXSSPr obe' .

</ span></ b></ p>

<h2>Frror Messaae: </ h2>

21/08/2012

TOC

74



<p><span id="_ct|0_Content_| bl Detail s">System Data. O eDb. O eDbException: Syntax error (m ssing operator) in query expression '1=1 and
t.trans_date &gt;= 1234 and t.trans_date & t;= 1234 and a.userid = 100116014WFXSSPr obe' .

at System Dat a. O eDb. O eDbConmand. Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

at System Data. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)

at System Dat a. O eDb. O eDbCommand. Execut eCommandText ( Obj ect &anp; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eCommand( CommandBehavi or behavi or, Cbj ect &anp; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal (CommandBehavi or behavi or, String net hod)

at System Data. O eDb. O eDbCommand. Execut eReader ( ConmandBehavi or behavi or)

at System Dat a. O eDb. O eDbConmand. Syst em Dat a. | DbCommand. Execut eReader ( CommandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapt er. Fi | | I nt ernal (Dat aSet dataset, DataTable[] datatables, Int32 startRecord, |nt32 naxRecords, String
srcTabl e, | DbComrand conmand, ConmandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapt er. Fi | | (Dat aSet dataSet, Int32 startRecord, |nt32 nmaxRecords, String srcTable, |DbCommand command,
CommandBehavi or behavi or)

Issue 10 of 16

Database Error Pattern Found

Severity:

URL: http://demo.testfire.net/bank/transaction.aspx

Entity: transaction.aspx (Global)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

<div id="wapper" style="width: 99%">

<div class="err" style="width: 99%">
<h1>An Error Has Cccurred</hl>
<h2>Summary: </ h2>

<p><b><span i d="_ct|0_Content_| bl Summary">Syntax error (nissing operator) in query expression '1=1 and t.trans_date &gt;=

&gt ; &quot ;' &gt ; &l't;script&gt;alert(1478)& t;/scripté&gt; and t.trans_date & t;= &gt;&quot;' &gt; & t;scripté&gt;al ert(1478) & t;/scripté&gt;
and a.userid = 100116014 ORDER BY 1 DESC .

</ span></ b></ p>

<h2>Error Message: </ h2>

<p><span id="_ct|0_Content_| bl Det ai | s">System Data. O eDb. O eDbException: Syntax error (mssing operator) in query expression '1=1 and
t.trans_date &gt;= &gt; &uot;' &gt; & t;script&gt;alert(1478)& t;/script&gt; and t.trans_date & t;= &gt; &quot;' &gt; & t;script&gt;alert
(1478)&lt;/script&gt; and a.userid = 100116014 ORDER BY 1 DESC .

at System Data. O eDb. O eDbCommand. Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

at System Data. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)

at System Dat a. O eDb. O eDbConmand. Execut eConmandText ( Obj ect &anp; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eCommand( CommandBehavi or behavi or, Obj ect &np; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal ( CommandBehavi or behavi or, String net hod)

at System Data. O eDb. O eDbCommand. Execut eReader ( ConmandBehavi or behavi or)

at System Data. O eDb. O eDbCommand. Syst em Dat a. | DoConmand. Execut eReader ( ConmandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapter. Fi | | I nternal (DataSet dataset, DataTable[] datatables, Int32 startRecord, |nt32 maxRecords, String
srcTabl e, | DbConmand conmand, ConmandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapt er. Fi | | (Dat aSet dataSet, Int32 startRecord, Int32 naxRecords, String srcTable, |DbCommand command,
CommandBehavi or behavi or)
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Issue 11 of 16 TOC

Database Error Pattern Found

Severity:

URL: http://demo.testfire.net/bank/login.aspx

Entity: passw (Global)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

<div id="wapper" style="width: 99%">

<div class="err" style="width: 99%">
<h1>An Error Has Cccurred</hl>
<h2>Sunmmary: </ h2>

<p><b><span id="_ct|0_Content _| bl Summary">Syntax error in string in query expression 'username = 'jsnith' AND password =
' denp1234WFXSSPr obe' &quot ; )/ &gt ;" " .
</ span></ b></ p>

<h2>Error Message: </ h2>
<p><span id="_ct|0_Content_| bl Details">System Data. O eDb. O eDbException: Syntax error in string in query expression '
AND password = ' denp1234WFXSSProbe' &quot ; )/ &gt;" " .

at System Dat a. O eDb. O eDbCommand. Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

at System Dat a. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eCommandText ( Obj ect &anp; execut eResul t)

at System Dat a. O eDb. O eDbConmand. Execut eConmand( CommandBehavi or behavi or, Obj ect &anp; executeResul t)

at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal (CommandBehavi or behavi or, String net hod)

at System Data. O eDb. O eDbCommand. Execut eReader ( ConmandBehavi or behavi or)

at System Dat a. O eDb. O eDbConmand. Syst em Dat a. | DbCommand. Execut eReader ( CommandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapter. Fi | | I nternal (DataSet dataset, DataTable[] datatables, Int32 startRecord, |nt32 naxRecords, String
srcTabl e, | DbCommand command, ConmandBehavi or behavi or)

at System Dat a. Cormon. DoDat aAdapter. Fi | | (Dat aSet dataSet, Int32 startRecord, |nt32 naxRecords, String srcTable, |DbCommand command,
CommandBehavi or behavi or)

usernane = 'jsnith'

Issue 12 of 16 TOC
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Database Error Pattern Found

Severity:

URL: http://demo.testfire.net/bank/login.aspx

Entity:  uid (Global)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

<div id="wapper" style="width: 99%">

<div class="err" style="width: 99%">

<h1>An Error Has Cccurred</ hl>

<h2>Summary: </ h2>

<p><b><span i d="_ct|0_Content_| bl Summary">Syntax error in string in query expression 'username = 'jsm thWFXSSProbe' &juot;)/&gt;"

password = 'denpnl234'".
</ span></ b></ p>

<h2>Error Message: </ h2>

<p><span id="_ct|0_Content_| bl Detail s">System Data. O eDb. O eDbException: Syntax error in string in query expression 'username =

' j smi t hWFXSSPr obe' &quot ; )/ &gt ;'
. 0 eDbCommand.
. O eDbCommand.
. 0 eDbCommand.
. 0 eDbCommand.
. O eDbConmand.
. 0 eDbCommand.

at
at
at
at
at
at
at
at

srcTabl e,

Syst em Dat a. d eDb
System Data. O eDb
System Dat a. 0 eDb
Syst em Dat a. 0 eDb
System Data. O eDb
Syst em Dat a. O eDb
System Data. O eDb

. 0 eDbComand

AND password = 'denpl234'".

Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ams, Qbj ect &anp; execut eResul t)
Execut eCommandText ( Cbj ect &anp; execut eResul t)

Execut eCommand( CommandBehavi or behavi or, Obj ect &np; executeResul t)

Execut eReader | nt er nal (CommandBehavi or behavi or, String nethod)

Execut eReader ( ConmandBehavi or behavi or)

. Syst em Dat a. | DoCommand. Execut eReader ( ConmandBehavi or behavi or)
Syst em Dat a. Conmon. DbDat aAdapt er. Fi | | I nt ernal (Dat aSet dat aset, DataTable[] datatables, Int32 startRecord, |Int32 maxRecords,
| DbCommand conmmand, CommandBehavi or behavi or)

AND

String

at System Dat a. Cormon. DoDat aAdapt er. Fi | | (Dat aSet dataSet, Int32 startRecord, Int32 maxRecords, String srcTable, |DbCommand conmand,
CommandBehavi or behavi or)

Issue 13 of 16

Database Error Pattern Found

Severity:

URL: http://demo.testfire.net/bank/transfer.aspx

Entity: creditAccount (Global)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

TOC

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
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the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.
Raw Test Response:

</tr>
<tr>
<td col span="2" align="center"><input type="button" nane="transfer" value="Transfer Mney" onclick="doTransfer();"
I D="transfer"></td>
</tr>
<tr>
<td col span="2">&nbsp; </t d>
</tr>
<tr>
<td col span="2" align="center">
<span id="_ctl0__ctl0_Content _Main_postResp" align="center"><span style='col or: Red' >System Data. O eDb. O eDbException: Syntax error
in string in query expression 'accountid=1001160141'"><ifrane src=javascript:al ert(2435)>".

at
at
at
at
at
at
at

System Dat a. O eDb. O eDbConnand.
Syst em Dat a. 0 eDb. A eDbConmmand.
Syst em Dat a. 0 eDb. A eDbConmand.
System Dat a. O eDb. O eDbCommand.
Syst em Dat a. 0 eDb. A eDbConmand.

Syst em Dat a. 0 eDb. A eDbConmand

Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect & execut eResul t)
Execut eCommandText ( Obj ect & execut eResul t)

Execut eCommand( CommandBehavi or behavi or, bject & execut eResul t)

Execut eReader | nt er nal (CommandBehavi or behavi or, String nethod)

. Execut eScal ar ()

Al toro. Services. Transf er Bal ance(MneyTransfer transDetails) in d:\downl oads\ Al t oroMut ual _v6\ websi t e\ App_Code\ WebSer vi ce. cs: | ine
155</ span></ span>
<span i d="soapResp" name="soapResp" align="center" />
</td>

Issue 14 of 16

TOC

Database Error Pattern Found

Severity:

URL: http://demo.testfire.net/bank/transfer.aspx

Entity: debitAccount (Global)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

</tr>
<tr>
<td col span="2" align="center"><input type="button" name="transfer" value="Transfer Mney" onclick="doTransfer();"
I D="transfer"></td>
</tr>
<tr>
<td col span="2">&nbsp; </t d>
</tr>
<tr>
<td col span="2" align="center">
<span id="_ctl0__ctl0_Content_Min_post Resp" align="center"><span styl e='col or: Red' >System Data. O eDb. O eDbException: Syntax error
(missing operator) in query expression 'accountid=1001160141WFXSSProbe' .

at
at
at
at
at

21/08/2012

Syst em Dat a. O eDb. O eDbCormmand.
Syst em Dat a. 0 eDb. A eDbConmand.
System Data. O eDb. O eDbCommand.
Syst em Dat a. 0 eDb. A eDbConmand.
Syst em Dat a. 0 eDb. A eDbConmand.

Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect & execut eResul t)
Execut eCommandText ( Obj ect & execut eResul t)

Execut eCommand( CommandBehavi or behavi or, Object & execut eResul t)

Execut eReader | nt er nal (CommandBehavi or behavi or, String nethod)
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at System Data. O eDb. O eDbCommand. Execut eScal ar ()
at Altoro. Services. Transf erBal ance(MoneyTransfer transDetails) in d:\downl oads\ Al t or oMit ual _v6\ websi t e\ App_Code\ WebSer vi ce. cs: | i ne
146</ span></ span>
<span i d="soapResp" nanme="soapResp" align="center" />
</td>

Issue 15 of 16 TOC

Database Error Pattern Found

Severity:

URL: http://demo.testfire.net/bank/ws.asmx

Entity: [SOAP] creditAccount_2 (Global)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection
Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.
Raw Test Response:
HTTP/ 1.1 200 &K
Date: Sun, 22 Jul 2012 08:36:54 GMI
Server: Mcrosoft-115/6.0
X- Power ed- By: ASP. NET
X- AspNet - Ver si on: 2.0.50727
Cache-Control : private, nax-age=0
Content - Type: text/xm ; charset=utf-8
Content -Length: 1243
<?xm version="1.0" encodi ng="utf-8"?><soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" xm ns: xsd="htt p: // wwv. w3. or g/ 2001/ XM_Schema" ><soap: Body><Tr ansf er Bal anceResponse
xm ns="http://ww. al t or onut ual . conf bank/ ws/ " ><Tr ansf er Bal anceResul t ><Success>f al se</ Success><Message>Syst em Dat a. O eDb. O eDbExcept i on:
Syntax error (missing operator) in query expression 'accountid=1001160141WFXSSProbe' .
at System Data. O eDb. O eDbCommand. Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)
at System Data. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)
at System Dat a. O eDb. O eDbCommand. Execut eCommandText ( Cbj ect &anp; execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eCommand( ConmmandBehavi or behavi or, Obj ect &np; execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal ( CommandBehavi or behavi or, String net hod)
at System Data. O eDb. O eDbCommand. Execut eScal ar ()
at Altoro. Services. Transf er Bal ance(MneyTransfer transDetails) in d:\downl oads\ Al t oroMut ual _v6\ websi t e\ App_Code\ WebSer vi ce. cs: | i ne
155</ Message></ Tr ansf er Bal anceResul t ></ Tr ansf er Bal anceResponse></ soap: Body></ soap: Envel ope>
Issue 16 of 16 ToC
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Database Error Pattern Found

Severity:

URL: http://demo.testfire.net/bank/ws.asmx

Entity: [SOAP] debitAccount_1 (Global)

Risk: It is possible to view, modify or delete database entries and tables

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the response contains SQL Server errors. This suggests that
the test managed to penetrate the application and reach the SQL query itself, by injecting hazardous characters.

Raw Test Response:

HTTP/ 1.1 200 OK

Date: Sun, 22 Jul 2012 08:36:48 GMI
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2.0.50727
Cache-Control: private, max-age=0
Content - Type: text/xm; charset=utf-8
Content - Length: 1243

<?xm version="1.0" encodi ng="utf-8"?><soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance” xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema" ><soap: Body><Tr ansf er Bal anceResponse
xm ns="http://ww. al t or onut ual . conf bank/ ws/ " ><Tr ansf er Bal anceResul t ><Success>f al se</ Success><Message>Syst em Dat a. O eDb. O eDbExcepti on:
Syntax error (missing operator) in query expression 'accountid=1001160141WFXSSProbe' .

at System Data. O eDb. O eDbCommand. Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

at System Data. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)

at System Dat a. O eDb. O eDbConmand. Execut eCommandText ( Obj ect &anp; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eCommand( CommandBehavi or behavi or, Obj ect &np; executeResul t)

at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal (CommandBehavi or behavi or, String net hod)

at System Dat a. O eDb. O eDbConmand. Execut eScal ar ()

at Altoro. Services. Transf er Bal ance(MneyTransfer transDetails) in d:\downl oads\ Al t oroMut ual _v6\ websi t e\ App_Code\ WebSer vi ce. cs: | i ne
146</ Message></ Tr ansf er Bal anceResul t ></ Tr ansf er Bal anceResponse></ soap: Body></ soap: Envel ope>

Direct Access to Administration Pages H

Issue 1 of 2 TOC

Direct Access to Administration Pages

Severity:

URL: http://demo.testfire.net/survey_questions.aspx

Entity: admin.aspx (Page)

Risk: It might be possible to escalate user privileges and gain administrative permissions over the web application
Causes: The web server or application server are configured in an insecure way

Fix: Apply proper authorization to administration scripts
Reasoning: AppScan requested a file which is probably not a legitimate part of the application. The response status was 200 OK.
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This indicates that the test succeeded in retrieving the content of the requested file.

Test Request:

GET /adni n/admi n. aspx HTTP/1.1

Accept: image/gif, image/x-xbitmap, inage/jpeg, inmagel/pjpeg,
appl i cation/ x- shockwave-f | ash, application/xanl +xm ,

appl i cation/vnd. ns- xpsdocunent, application/x-nms-xbap,

appl i cation/ x-ms-appl i cation, application/vnd. nms-excel,
application/ msword, */*

Referer: http://denp.testfire. net/survey_questions. aspx?step=a
Accept - Language: en-us

UA-CPU:. x86

User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1;
Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET
CLR 1.1.4322; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Connection: Keep-Alive

Host: denp.testfire. net

Cooki e:  ASP. NET_Sessi onl d=wh542t nOdduonh55nkqt nr 55;

anBessi onl d=334738728;

amUser | nf o=User Name=anNt aXRo&Passwor d=ZGvt bz Ey M Q=;

anlser | d=100116014;

anCr edi t Of f er =Car dType=Col d&Li mi t =10000&! nt er est =7. 9

Test Response

Referer: http://denp.testfire.net/survey_questions.aspx?step=a
Accept - Language: en-us

UA- CPU. x86

User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1;
Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET
CLR 1.1.4322; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Connection: Keep-Alive

Host: denp.testfire. net

Cooki e:  ASP. NET_Sessi onl d=wh542t n0dduonh55nkqt nr 55;

anBessi onl d=334738728;

amUser | nf o=User Name=anNt aXRo&Passwor d=ZGvt bzEyMz Q;

amUser | d=100116014;

anCr edi t Of f er =Car dType=Col d&Li m t =10000&! nt er est =7. 9

HTTP/ 1.1 200 &K

Date: Sun, 22 Jul 2012 08:17:49 GMTI

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0.50727

Cache- Control : no-cache

Pragma: no-cache

Expires: -1

Content - Type: text/htnl; charset=iso-8859-1
Cont ent - Lengt h: 7861

Issue 2 of 2 TOC
Direct Access to Administration Pages
Severity:
URL: http://demo.testfire.net/admin/clients.xls
Entity: admin.aspx (Page)
Risk: It might be possible to escalate user privileges and gain administrative permissions over the web application
Causes: The web server or application server are configured in an insecure way
Fix: Apply proper authorization to administration scripts
Reasoning: AppScan requested a file which is probably not a legitimate part of the application. The response status was 200 OK.
This indicates that the test succeeded in retrieving the content of the requested file.
Test Request: Test Response
21/08/2012
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GET /admi n/ adni n. aspx HTTP/1.1
Cooki e:  ASP. NET_Sessi onl d=wh542t n0Odduonh55nkqt nr 55; CGET /admi n/ admi n. aspx HTTP/ 1.1

anBessi onl d=334738728; Cooki e:  ASP. NET_Sessi onl d=wh542t n0dduonh55nkqt nr 55;

amUser | nf o=User Name=anNt aXRo&Passwor d=ZGvt bz Ey M Q=; anBessi onl d=334738728;

anlser | d=100116014; amUser | nf o=User Name=anNt aXRo&Passwor d=ZGVt bzEyMz Q;

anCr edi t O f er =Car dType=Col d&Li mi t =10000& nt er est =7. 9 anlser | d=100116014;

Accept - Language: en-US anCr edi t Of f er =Car dType=Col d&Li m t =100008&! nt er est =7. 9

Accept : Accept - Language: en-US

text/htnl, application/xhtnl +xm , application/xn;qg=0.9,*/*;q=0.8 Accept :

Referer: http://deno.testfire. net/default.aspx? text/htnl, application/xhtm +xn , application/xm;g=0.9,*/*;q=0.8
cont ent =per sonal _ot her. ht m Referer: http://deno.testfire.net/default.aspx?

Host: denp.testfire. net cont ent =per sonal _ot her. htm

User-Agent: Mdzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Host: deno.testfire. net

Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1;
CLR 1.1.4322; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729) Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET

CLR 1.1.4322; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

HTTP/ 1.1 200 OK

Date: Sun, 22 Jul 2012 08:17:49 GMI

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0.50727

Cache- Control : no-cache

Pragma: no-cache

Expires: -1

Cont ent - Type: text/htnl; charset=i so-8859-1
Content-Length: 7861

Email Address Pattern Found in Parameter Value TOC
Issue 1 of 2 ToC
Email Address Pattern Found in Parameter Value
Severity:
URL: http://demo.testfire.net/survey_complete.aspx
Entity: txtEmail (Parameter)
Risk: It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or

sensitive file locations
Causes: Insecure web application programming or configuration

Fix: Remove e-mail addresses from the website

Reasoning: A parameter value contains an e-mail address that may be private.
Raw Test Response:

GET /survey_conpl et e. aspx?t xt Emai | =j smi t h@lenp. testfire.net HITP/ 1.1

Accept: imge/gif, image/x-xbitnap, image/jpeg, image/pjpeg, application/x-shockwave-flash, application/xam +xm, application/vnd. ms-
xpsdocunent, application/x-ns-xbap, application/x-ns-application, application/vnd.ns-excel, application/nmsword, */*

Referer: http://denp.testfire. net/survey_conpl ete. aspx
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Accept - Language: en-us
UA- CPU:  x86

User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Trident/4.0; .NET CLR 2.0.50727;

.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Connection: Keep-Alive
Host: denp.testfire. net

.NET CLR 3.0.04506. 30;

.NET CLR 1.1.4322;

Cooki e: ASP. NET_Sessi onl d=r ccg0sj f eksi 0g45p2sntOui ; anmSessi onl d=322838539; aniser | nf o=User Nane=anNt aXRo&Passwor d=ZGvt bz Ey Mz Q=;

anmlser |1 d=100116014; anCredi t O f er =Car dType=Col d&Li m t =10000&I nt er est =7. 9

HTTP/ 1.1 200 OK

Date: Sun, 22 Jul 2012 08:02:39 GMI

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0. 50727

Cache-Control : private

Cont ent - Type: text/htm; charset=i so-8859-1
Cont ent - Lengt h: 7256

Issue 2 of 2

Email Address Pattern Found in Parameter Value
Severity:
URL: http://demo.testfire.net/subscribe.aspx

Entity: txtEmail (Parameter)

Risk: It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or

sensitive file locations
Causes: Insecure web application programming or configuration

Fix: Remove e-mail addresses from the website

Reasoning: A parameter value contains an e-mail address that may be private.
Raw Test Response:

POST /subscribe. aspx HTTP/1.1
Cont ent - Type: appl i cati on/ x- wwf or m ur | encoded

Cooki e: ASP. NET_Sessi onl d=k14vue55i e00ai r pOc2bhvqo; anBessi onl d=324838572; anlser | nf o=User Nane=anNt aXRo&Passwor d=ZGvt bzEyM Q=;

anlser | d=100116014; anCredi t O f er =Car dType=Col d&Li m t =10000&I nt er est =7. 9
Accept - Language: en-US

Accept: text/htnl, application/xhtm +xni, application/xni;q=0.9,*/*;q=0.8
Referer: http://denp.testfire.net/subscribe.aspx

Host: denp.testfire. net

User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Trident/4.0; .NET CLR 2.0.50727;

.NET CLR 3.0.4506.2152; . NET CLR 3.5.30729)
Content - Lengt h: 52

t xt Emai | =t est %40al t or onut ual . com&bt nSubmi t =Subscri be

HTTP/ 1.1 200 &K

Date: Sun, 22 Jul 2012 08:03:13 GMI
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2.0.50727

Cache- Control : no-cache

Pragma: no-cache

Expires: -1

21/08/2012
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Hidden Directory Detected ToC

Issue 1 of 3 TOC

Hidden Directory Detected

Severity:

URL: http://demo.testfire.net/images/

Entity: images/ (Page)

Risk: It is possible to retrieve information about the site's file system structure, which may help the attacker to map the web site
Causes: The web server or application server are configured in an insecure way

Fix: Issue a "404 - Not Found" response status code for a forbidden resource, or remove it completely

Reasoning: The test tried to detect hidden directories on the server. The 403 Forbidden response reveals the existence of the
directory, even though access is not allowed.

Test Response

Directory Listing Denied

This Virtual Directory does not allow contents to be listed.
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Issue 2 of 3

Hidden Directory Detected

Severity:

URL: http://demo.testfire.net/admin/

Entity: admin/ (Page)

Risk: It is possible to retrieve information about the site's file system structure, which may help the attacker to map the web site
Causes: The web server or application server are configured in an insecure way

Fix: Issue a "404 - Not Found" response status code for a forbidden resource, or remove it completely

Reasoning: The test tried to detect hidden directories on the server. The 403 Forbidden response reveals the existence of the
directory, even though access is not allowed.

Test Response

Directory Listing Denied

This Virtual Directory does not allow contents to be listed.

Issue 3 of 3
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Hidden Directory Detected

Severity:

URL: http://demo.testfire.net/aspnet_client/

Entity: aspnet_client/ (Page)

Risk: It is possible to retrieve information about the site's file system structure, which may help the attacker to map the web site
Causes: The web server or application server are configured in an insecure way

Fix: Issue a "404 - Not Found" response status code for a forbidden resource, or remove it completely

Reasoning: The test tried to detect hidden directories on the server. The 403 Forbidden response reveals the existence of the
directory, even though access is not allowed.

Test Response

Directory Listing Denied

This Virtual Directory does not allow contents to be listed.

Microsoft ASP.NET Debugging Enabled TOC

Issue 1 of 3 TOC
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Microsoft ASP.NET Debugging Enabled

Severity:

URL: http://demo.testfire.net/survey_questions.aspx

Entity: AppScan.aspx (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations

Causes: Insecure web application programming or configuration

Fix: Disable Debugging on Microsoft ASP.NET

Reasoning: AppScan sent a request in Debug mode. The response indicates that debugging support in ASP.NET can be enabled.
This may allow access to information about the server and application.

Raw Test Response:

HTTP/ 1.1 200 OK

Date: Sun, 22 Jul 2012 08:18:12 GMTI
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0. 50727
Cache-Control : private

Content - Type: text/htm; charset=utf-8
Content -Length: 2

X

Issue 2 of 3
Microsoft ASP.NET Debugging Enabled
Severity:
URL: http://demo.testfire.net/bank/main.aspx
Entity: AppScan.aspx (Page)
Risk: It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations
Causes: Insecure web application programming or configuration
Fix: Disable Debugging on Microsoft ASP.NET
Reasoning: AppScan sent a request in Debug mode. The response indicates that debugging support in ASP.NET can be enabled.
This may allow access to information about the server and application.
Raw Test Response:
HTTP/ 1.1 200 OK
Date: Sun, 22 Jul 2012 08:18:12 GVI
Server: Mcrosoft-115/6.0
X- Power ed- By: ASP. NET
X- AspNet - Ver si on: 2. 0. 50727
Cache-Control : private
21/08/2012
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Content-Type: text/htm; charset=utf-8
Content - Length: 2

X

Issue 3 of 3 TOC

Microsoft ASP.NET Debugging Enabled
Severity:

URL: http://demo.testfire.net/admin/clients.xls
Entity: AppScan.aspx (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations

Causes: Insecure web application programming or configuration

Fix: Disable Debugging on Microsoft ASP.NET

Reasoning: AppScan sent a request in Debug mode. The response indicates that debugging support in ASP.NET can be enabled.
This may allow access to information about the server and application.

Raw Test Response:

HTTP/ 1.1 200 OK

Date: Sun, 22 Jul 2012 08:18:12 GMI
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2.0.50727
Cache-Control : private

Content-Type: text/htm; charset=utf-8
Content-Length: 2

XK

Missing HttpOnly Attribute in Session Cookie B

Issue 1 of 4 TOC
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Missing HttpOnly Attribute in Session Cookie
Severity:
URL: http://demo.testfire.net/

Entity: amSessionld (Cookie)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: The web application sets session cookies without the HttpOnly attribute

Fix: Add the 'HttpOnly' attribute to all session cookies

Reasoning: AppScan found that a session cookie is used without the "HttpOnly" attribute.
Original Response

GET / HITP/1.1

Accept - Language: en-US

Accept: text/htni, application/xhtm +xni, application/xni;q=0.9,*/*;qg=0.8

Host: denp.testfire. net

User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 1.1.4322;
.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

HTTP/ 1.1 200 OK

Date: Sun, 22 Jul 2012 08:03:24 GMI

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X-AspNet - Versi on: 2. 0. 50727

Cache- Control : no-cache

Pragma: no-cache

Expires: -1

Cont ent - Type: text/htm ; charset=i so-8859-1
Content - Lengt h: 9645

Set - Cooki e:  ASP. NET_Sessi onl d=n5pgf uf 5t y| 2ds553uu5bn55; path=/; HtpOnly
Set - Cooki e: anBessi onl d=332438668; pat h=/

Issue 2 of 4

Missing HttpOnly Attribute in Session Cookie
Severity:

URL: http://demo.testfire.net/bank/login.aspx

Entity: amCreditOffer (Cookie)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: The web application sets session cookies without the HttpOnly attribute

Fix: Add the 'HttpOnly' attribute to all session cookies

Reasoning: AppScan found that a session cookie is used without the "HttpOnly" attribute.
Original Response

POST / bank/ | ogi n. aspx HTTP/1.1

Cont ent - Type: appl i cati on/ x- wwf or m ur | encoded

Cooki e:  ASP. NET_Sessi onl d=k14vue55i e00ai r p0c2bhvqo; anmSessi onl d=324838572; aniser | nf o=User Nane=anNt aXRo&Passwor d=ZGvt bzEy Mz Q=;
anlser |1 d=100116014; anCredi t O f er =Car dType=Col d&Li nmi t =10000&I nt er est =7. 9

Accept - Language: en-US

Accept: text/htni, application/xhtm +xni, application/xni;q=0.9,*/*;qg=0.8
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Referer: http://denp.testfire.net/bank/I ogin.aspx

Host: denp.testfire. net

User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 1.1.4322;
.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Content-Length: 41

ui d=j sm t h&passw=denp1234&bt nSubni t =Logi n

HTTP/ 1.1 302 Found

Date: Sun, 22 Jul 2012 08:03:20 GMI
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0.50727

Locati on: /bank/ main. aspx

Cache- Control : no-cache

Pragma: no-cache

Issue 3 of 4

Missing HttpOnly Attribute in Session Cookie
Severity:

URL: http://demo.testfire.net/bank/login.aspx

Entity: amUserld (Cookie)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: The web application sets session cookies without the HitpOnly attribute

Fix: Add the 'HttpOnly' attribute to all session cookies

Reasoning: AppScan found that a session cookie is used without the "HttpOnly" attribute.
Original Response

POST /bank/ | ogin.aspx HTTP/ 1.1

Cont ent - Type: appl i cation/ x- wwf or m ur | encoded

Cooki e:  ASP. NET_Sessi onl d=k14vue55i e00ai r p0c2bhvqo; anmSessi onl d=324838572; aniser | nf o=User Nane=anNt aXRo&Passwor d=ZGvt bz Ey Mz Q=;
anlser |1 d=100116014; anCredi t O f er =Car dType=Col d&Li m t =10000&I nt er est =7. 9

Accept - Language: en-US

Accept: text/htnl, application/xhtnl +xn, application/xni;g=0.9,*/*;q=0.8

Referer: http://denp.testfire.net/bank/I ogin.aspx

Host: denp.testfire. net

User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 1.1.4322;
.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Content - Lengt h: 41

ui d=j sm t h&passw=denp1234&bt nSubmni t =Logi n

HTTP/ 1.1 302 Found

Date: Sun, 22 Jul 2012 08:03:20 GMI
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0. 50727

Locati on: /bank/ mai n. aspx

Cache- Control : no-cache

Pragma: no-cache

Issue 4 of 4
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Missing HttpOnly Attribute in Session Cookie
Severity:

URL: http://demo.testfire.net/bank/login.aspx

Entity: amUserinfo (Cookie)

Risk: It is possible to steal or manipulate customer session and cookies, which might be used to impersonate a legitimate user,
allowing the hacker to view or alter user records, and to perform transactions as that user

Causes: The web application sets session cookies without the HttpOnly attribute

Fix: Add the 'HttpOnly' attribute to all session cookies

Reasoning: AppScan found that a session cookie is used without the "HttpOnly" attribute.
Original Response

POST /bank/ | ogi n. aspx HTTP/ 1.1

Cont ent - Type: application/x-wwform url encoded

Cooki e: ASP. NET_Sessi onl d=k14vue55i e00ai r pOc2bhvqo; anBessi onl d=324838572; amlser | nf o=User Name=anNt aXRo&Passwor d=ZGVt bzEyMz Q;
anlser 1 d=100116014; anCredi t Of f er =Car dType=Gol d&Li ni t =10000&I nt er est =7. 9

Accept - Language: en-US

Accept: text/htni, application/xhtm +xni, application/xni;q=0.9,*/*;qg=0.8

Referer: http://demp.testfire. net/bank/| ogin.aspx

Host: denp.testfire. net

User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 1.1.4322;
.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Content-Length: 41

ui d=j smi t h&passw=denp1234&bt nSubmi t =Logi n

HTTP/ 1.1 302 Found

Date: Sun, 22 Jul 2012 08:03:20 GMT
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X-AspNet - Versi on: 2. 0. 50727

Locati on: /bank/ mai n. aspx
Cache-Control : no-cache

Pragma: no-cache

Permanent Cookie Contains Sensitive Session Information

Issue 1 of 1 TOC

Permanent Cookie Contains Sensitive Session Information

Severity:

URL: http://demo.testfire.net/bank/login.aspx

Entity: amUserinfo (Cookie)

Risk: It may be possible to steal session information (cookies) that was kept on disk as permanent cookies
Causes: The web application stores sensitive session information in a permanent cookie (on disk)

Fix: Avoid storing sensitive session information in permanent cookies

Reasoning: AppScan found that a session id cookie is stored on the client machine.
Original Response
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POST / bank/ | ogi n. aspx HTTP/1.1

Cont ent - Type: appl i cation/ x-ww«formurl encoded

Cooki e: ASP. NET_Sessi onl d=k14vue55i e00ai r pOc2bhvqgo; anBessi onl d=324838572; amser | nf o=User Name=anNt aXRo&Passwor d=ZGvt bzEyMz Q=;
amUser | d=100116014; anCredit Of f er =Car dType=Col d&Li mi t =10000&I nt er est =7. 9

Accept - Language: en-US

Accept: text/htm, application/xhtm +xni, application/xm;q=0.9,*/*;q=0.8

Referer: http://denp.testfire.net/bank/I ogin.aspx

Host: denp.testfire. net

User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 1.1.4322;
.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Content-Length: 41

ui d=j smi t h&passw=denp1234&bt nSubmi t =Logi n

HTTP/ 1.1 302 Found

Date: Sun, 22 Jul 2012 08:03:20 GMI
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0. 50727
Location: /bank/main. aspx

Cache- Control : no-cache

Pragma: no- cache

Issue 1 of 4 TOC

Unencrypted _ VIEWSTATE Parameter

Severity:

URL: http://demo.testfire.net/bank/transaction.aspx

Entity: __ VIEWSTATE (Parameter)

Risk: It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or

sensitive file locations
Causes: Insecure web application programming or configuration

Fix: Modify your Web.Config file to encrypt the VIEWSTATE parameter

Reasoning: AppScan decoded the _ VIEWSTATE parameter value and found it to be unencrypted.
Original Request

</td>
<td valign="top" col span="3" class="hb">

<div class="fl" style="width: 99%">

<hl>Recent Transactions</hl>

<f orm name="aspnet Fornf' net hod="post" action="transaction.aspx" id="aspnet Forni>
<i nput type="hidden" name="__VI EWSTATE" id="__VI EWSTATE" val ue="/wEPDWMUKMIYzNDg3OTAANnRK" />

<t abl e border="0" styl e="paddi ng- bottom 10px; ">
<tr>
<td valign=top>After</td>
<td><i nput name="after" type="text" value="1234" /><br /><span class="credit">mm dd/yyyy</ span></td>
<td valign=t op>Before</td>
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<td><i nput nane="before" type="text" val ue="1234" /[><br /><span class="credit">mm dd/ yyyy</ span></td>
<td valign=top><input type=submit val ue=Subnmit /></td>
</tr>

Issue 2 of 4 TOC

Unencrypted _ VIEWSTATE Parameter

Severity:

URL: http://demo.testfire.net/bank/queryxpath.aspx

Entity: __ VIEWSTATE (Parameter)

Risk: It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or

sensitive file locations

Causes: Insecure web application programming or configuration

Fix: Modify your Web.Config file to encrypt the VIEWSTATE parameter
Reasoning: AppScan decoded the _ VIEWSTATE parameter value and found it to be unencrypted.
Original Request
</td>
<td valign="top" col span="3" class="hb">
<div class="fl" style="width: 99%">
<hl>Search News Articles</hl>
<f orm nane="aspnet Fornt' net hod="get" action="queryxpath. aspx?_ct| 09%3a_ct| 09%BaCont ent %BaMai n%BaText Box1=Enter+title+(e.g. +| BV &np; _ct| 0%
3a_ct | 09%BaCont ent %8aMai n%8aBut t on1=Query" i d="aspnet For ni'>
<i nput type="hidden" name="__VI EWSTATE" id="__VI EWSTATE" val ue="/wEPDMUKMIEz MDczNTAXOWRK" />
<input type="hidden" name="__EVENTVALI DATI ON' id="__EVENTVALI DATI ON' val ue="/ wEWAWLNx+2YBwKw59eKCgKcj oPABW==" />
<span id="_ctl0__ctl0_Content_Main_Label 1">Search our news articles database</span>
<br /><br />
<i nput name="_ct|0: _ctl|0: Content: Mai n: Text Box1" type="text" value="Enter title (e.g. IBM" id="_ctl0__ctl0_Content_Main_Text Box1"
styl e="wi dt h: 300px; " />
<input type="submit" name="_ct|0: _ctl0: Content: Main:Buttonl" val ue="Query" id="_ctl0__ctlO_Content_Min_Buttonl" style="w dth: 75px;" />
<br /><br />
<span id="_ctl0__ct|0_Content_Main_Label 2">News title not found, try agai n</span>
</fornm
Issue 3 of 4 ToC
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Unencrypted  VIEWSTATE Parameter

Severity:

URL: http://demo.testfire.net/bank/customize.aspx

Entity: __VIEWSTATE (Parameter)

Risk: It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or

sensitive file locations
Causes: Insecure web application programming or configuration

Fix: Modify your Web.Config file to encrypt the VIEWSTATE parameter

Reasoning: AppScan decoded the _ VIEWSTATE parameter value and found it to be unencrypted.
Original Request

</td>

<td valign="top" col span="3" class="hb">
<div class="fl" style="width: 99%">
<h1>Customi ze Site Language</hl>

<f orm name="aspnet Fornf' net hod="post" action="custoni ze. aspx" id="aspnet Forn{ >
<input type="hi dden" nanme="__VI EWSTATE" id="__VI EWSTATE" val ue="/wEPDMJJM A20TMKMDAAZGQ=" />

<p>
<span id="_ct|0__ctl0_Content_Main_Label 1">Curent Language: </span>
<span id="_ctl0__ctl0_Content_Mai n_| angLabel "></span>

</ p>
<p>
<span id="_ctl0__ctl0_Content_Main_Label 2">You can change the | anguage setting by choosing: </ span>
</ p>
Issue 4 of 4 ToC

Unencrypted _ VIEWSTATE Parameter

Severity:

URL: http://demo.testfire.net/admin/login.aspx

Entity: __VIEWSTATE (Parameter)

Risk: It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or

sensitive file locations
Causes: Insecure web application programming or configuration

Fix: Modify your Web.Config file to encrypt the VIEWSTATE parameter

Reasoning: AppScan decoded the _ VIEWSTATE parameter value and found it to be unencrypted.
Original Request

</td>
<td valign="top" col span="3" class="hb">
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<h1>Admi ni stration Login</hl>
<l-- Password: Altorol234 -->

<f orm name="aspnet For nf net hod="post" action="1ogin.aspx" i d="aspnet Forni'>
<input type="hidden" name="__VI EWSTATE" id="__VI EWSTATE" val ue="/wWEPDWMKMIY50DYzN k3NWRK" />

<i nput type="hidden" name="__EVENTVALI DATI ON' id="__EVENTVALI DATI ON' val ue="/wEWBAKM Pqgl CgKaqvKt BOKWIPeSCgL73pWUBA==" />

<ing id="captcha" src="captcha.aspx" /><br />

<p>
<strong>Enter the code shown above: </strong><br />
<i nput name="_ct|0: _ctl0: Cont ent: Mai n: CodeNunber Text Box" type="text" id="_ctl0__ctl0_Content_Mi n_CodeNumber Text Box" /><br /><br />
<strong>Enter the administrative password: </strong><br />
<i nput name="_ct|0: _ctl0: Cont ent: Mai n: Passwor d" type="password" id="_ctl0__ctlO_Content_Mi n_Password" /><br /><br />
<input type="submit" name="_ct|0: _ctl|0: Content: Mai n: Subm t Button" val ue="Submt" id="_ctl0__ctl0_Content_Main_SubmitButton" /><br />

Unsigned __ VIEWS

Issue 1 of 4 TOC

Unsigned _ VIEWSTATE Parameter

Severity:

URL: http://demo.testfire.net/bank/transaction.aspx
Entity: __VIEWSTATE (Parameter)

Risk: It might be possible to undermine application logic

Causes: Insecure web application programming or configuration

Fix: Modify the property of each ASP.NET page to sign the VIEWSTATE parameter

Reasoning: AppScan determined that the _ VIEWSTATE parameter value is unsigned.
Original Request

</td>
<td valign="top" col span="3" class="bb">

<div class="fl" style="width: 99%">
<hl>Recent Transactions</hl>

<f orm name="aspnet Fornf' net hod="post" action="transaction. aspx" id="aspnet Forni>
<input type="hi dden" nanme="__VI EWSTATE" id="__VI EWSTATE" val ue="/wEPDMJKMIYzNDg3OTA4NTRk" />

<tabl e border="0" styl e="paddi ng- bottom 10px; ">

<tr>
<td valign=top>After</td>
<td><i nput name="after" type="text" value="1234" /><br /><span cl ass="credit">mm dd/yyyy</ span></td>
<td valign=t op>Before</td>
<td><i nput nane="before" type="text" val ue="1234" /[><br /><span class="credit">nm dd/ yyyy</ span></td>
<td valign=top><input type=submit val ue=Subnmit /></td>

</tr>
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Unsighed _ VIEWSTATE Parameter

Severity:

URL: http://demo.testfire.net/bank/queryxpath.aspx
Entity: __VIEWSTATE (Parameter)

Risk: It might be possible to undermine application logic

Causes: Insecure web application programming or configuration

Fix:

Modify the property of each ASP.NET page to sign the VIEWSTATE parameter

Reasoning: AppScan determined that the __ VIEWSTATE parameter value is unsigned.
Original Request

</td>
<td valign="top" col span="3" class="bb">

<div class="fl" style="width: 99%">
<hl>Search News Articles</hl>

<f orm nane="aspnet Fornt' net hod="get" action="queryxpath. aspx?_ct| 093a_ct| 0%B8aCont ent %B8aMai n%8aText Box1=Enter+title+(e.g. +| BV &np; _ct| 0%
3a_ct | 09BaCont ent ¥8aMai n%3aBut t on1=Query" i d="aspnet For nt'>
<i nput type="hidden" nanme="__VI EWSTATE" id="__VI EWSTATE" val ue="/wEPDMUKMIEz MDczNTAXOWRK" />

<i nput type="hidden" name="__EVENTVALI DATI ON"' id="__EVENTVALI DATI ON" val ue="/wEWAWLNx+2YBwKw59eKCgKcj oPABw=="/>
<span id="_ctl0__ctl0_Content_Main_Label 1">Search our news articles database</span>
<br /><br />
<i nput name="_ct|0: _ctl|0: Content: Mai n: Text Box1" type="text" value="Enter title (e.g. IBM" id="_ctl0__ctl0_Content_Main_Text Box1"
styl e="wi dt h: 300px; " />
<input type="submit" name="_ctl|0:_ctlO: Content: Main:Buttonl" val ue="Query" id="_ctlO__ctlO_Content_Min_Buttonl" style="width:75px;" />
<br /><br />
<span id="_ctl0__ct|0_Content_Main_Label 2">News title not found, try agai n</span>
</form

Issue 3 of 4 TOC

Unsignhed _ VIEWSTATE Parameter

Severity:

URL: http://demo.testfire.net/bank/customize.aspx

Entity: __VIEWSTATE (Parameter)

Risk: It might be possible to undermine application logic

Causes: Insecure web application programming or configuration

Fix:

Modify the property of each ASP.NET page to sign the VIEWSTATE parameter
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Reasoning: AppScan determined that the _ VIEWSTATE parameter value is unsigned.
Original Request

</td>

<td valign="top" col span="3" class="hb">
<div class="fl" style="width: 99%">
<h1>Custoni ze Site Language</hl>

<f orm name="aspnet For nf net hod="post" action="custoni ze. aspx" id="aspnet Forn{ >
<input type="hi dden" nanme="__VI EWSTATE" id="__VI EWSTATE" val ue="/wEPDMJJM A20TMKMDAAZGQ=" />

<p>
<span id="_ct|0__ctl0_Content_Main_Label 1">Curent Language: </span>
<span id="_ctl0__ct|0_Content_Main_| angLabel " ></ span>

</ p>
<p>
<span id="_ctl0__ctl0_Content_Main_Label 2">You can change the | anguage setting by choosing: </ span>
</ p>
Issue 4 of 4 ToC

Unsigned _ VIEWSTATE Parameter

Severity:

URL: http://demo.testfire.net/admin/login.aspx

Entity: __VIEWSTATE (Parameter)

Risk: It might be possible to undermine application logic

Causes: Insecure web application programming or configuration

Fix: Modify the property of each ASP.NET page to sign the VIEWSTATE parameter

Reasoning: AppScan determined that the _ VIEWSTATE parameter value is unsigned.
Original Request

</td>
<td valign="top" col span="3" class="bb">

<h1>Admini stration Logi n</hl>
<l-- Password: Altorol234 -->

<f orm name="aspnet For nf' net hod="post" action="1ogin.aspx" i d="aspnet Forni'>
<input type="hi dden" name="__VI EWBTATE" id="__VI EWSTATE" val ue="/wEPDMJKMIY5CDYzN k3NWRk" />

<i nput type="hidden" name="__EVENTVALI DATI ON' id="__EVENTVALI DATI ON' val ue="/wEWBAKM Pqgl CgKaqvKt BQKWIPeSCgL73pWUBA==" />

<ing id="captcha" src="captcha.aspx" /><br />

<p>
<strong>Enter the code shown above: </strong><br />
<input name="_ct|0:_ctl0: Cont ent: Mai n: CodeNunber Text Box" type="text" id="_ctl0__ctl0_Content_Mi n_CodeNumber Text Box" /><br /><br />
<strong>Enter the administrative password: </strong><br />
<i nput nanme="_ct|0: _ctl0: Content: Mai n: Password" type="password" id="_ctl0__ctlO_Content_Min_Password" /><br /><br />
<input type="submit" name="_ctl|0:_ctlO: Content: Main: Subm t Button" val ue="Submit" id="_ctlO0__ctl0_Content_Min_SubmtButton" /><br />
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Issue 1 of 15 TOC

Application Error

Severity: JRI{IMENEY

URL: http://demo.testfire.net/comment.aspx
Entity: cfile (Parameter)
Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

Raw Test Response:

Accept - Language: en-US

Accept: text/htni, application/xhtm +xni, application/xni;q=0.9,*/*;qg=0.8

Referer: http://deno.testfire. net/feedback.aspx

Host: denp.testfire. net

User-Agent: Mbzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 1.1.4322;
.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Content-Length: 79

name=1234&enmi | _addr =753+Mai n+St r eet &subj ect =1234&comrent s=1234&subni t =+Subni t +

HTTP/ 1.1 500 Internal Server Error
Connection: close

Date: Sun, 22 Jul 2012 08:04:05 GMTI

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0. 50727

Cache-Control : no-cache

Pragma: no-cache

Expires: -1

Content - Type: text/htm; charset=iso-8859-1

Issue 2 of 15 TOC
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Application Error

Severity:

URL: http://demo.testfire.net/subscribe.aspx

Entity: txtEmail (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

Raw Test Response:

Accept - Language: en-US

Accept: text/htni, application/xhtm +xni, application/xni;qg=0.9,*/*;qg=0.8

Referer: http://deno.testfire. net/subscribe.aspx

Host: denp.testfire. net

User-Agent: Mdzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 1.1.4322;
.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Cont ent - Lengt h: 32

t xt Emai | =927&bt nSubni t =Subscri be

HTTP/ 1.1 500 Internal Server Error
Connection: close

Date: Sun, 22 Jul 2012 08:37:41 GMI

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2.0.50727

Cache- Control : no-cache

Pragma: no-cache

Expires: -1

Content - Type: text/htm ; charset=i so-8859-1

Issue 3 of 15 TOC

Application Error

Severity:

URL: http://demo.testfire.net/bank/queryxpath.aspx

Entity: _ctlO:_ctl0:Content:Main:TextBox1 (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

Raw Test Response:
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CGET / bank/ quer yxpat h. aspx?__VI ENSTATE=9%2 FWEPDWMUKMIEz MDcz NTAX ONRK & EVENTVAL| DATI ON=9%2 FWEWAWL Nx %2 B2 YBWKwS 9e KCgKej o PABW/BDYBD&. ct | 0%
3A_ct| 098ACont ent ¥8AMai n%BAText Box1=9%27& ct| 093A_ct | 098ACont ent ¥8AMai n%8ABut t on1=Query HTTP/ 1.1

Cooki e:  ASP. NET_Sessi onl d=wh542t n0dduonh55nkqt nr 55; anSessi onl d=334738728; anlser | nf o=User Nane=anNt aXRo&Passwor d=ZGvt bzEy Mz Q=;

anlser 1 d=100116014; antCredi t Of f er =Car dType=Col d&Li nmi t =10000&I nt er est =7. 9

Accept - Language: en-US

Accept: text/htnl, application/xhtm +xni, application/xni;q=0.9,*/*;qg=0.8

Referer: http://denp.testfire.net/bank/queryxpath. aspx

Host: denp.testfire. net

User-Agent: Mdzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 1.1.4322;
.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

HTTP/ 1.1 500 Internal Server Error
Connection: close

Date: Sun, 22 Jul 2012 08:29:56 GMI

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0. 50727

Cache-Control : no-cache

Pragma: no-cache

Expires: -1

Content - Type: text/htm ; charset=i so-8859-1

Issue 4 of 15 TOC

Application Error

Severity:

URL: http://demo.testfire.net/bank/ws.asmx

Entity: WSDL (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

Raw Test Response:

GET / bank/ws. asnk?WsDL=9%0 HTTP/ 1.1

Cooki e: ASP. NET_Sessi onl d=euOgbsj ngqgi r w45q0opxa45; anSessi onl d=3545750533; amiser | nf o=User Name=anNt aXRo&Passwor d=ZGVt bzEyMz Q=;

amUser | d=100116014; anCredit Of f er =Car dType=Col d&Li mi t =10000&l nt er est =7. 9

Accept - Language: en-US

Accept: text/htni,application/xhtm +xni, application/xni;q=0.9,*/*;qg=0.8

Referer: http://denp.testfire. net/bank/ws.asnx

Host: denp.testfire. net

User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 1.1.4322;
.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

HTTP/ 1.1 500 Internal Server Error
Date: Sun, 22 Jul 2012 09: 06:49 GMTI
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0.50727
Cache-Control : private

Cont ent - Type: text/plain; charset=utf-8
Content-Length: 44

XML Wb service description was not found.
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Issue 5 of 15 TOC

Application Error

Severity:

URL: http://demo.testfire.net/bank/transfer.aspx

Entity: debitAccount (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

Raw Test Response:

</tr>
<tr>
<td col span="2" align="center"><input type="button" nanme="transfer" val ue="Transfer Mney" onclick="doTransfer();"
I D="transfer"></td>
</tr>
<tr>
<td col span="2">&nbsp; </t d>
</tr>
<tr>
<td col span="2" align="center">
<span id="_ctl0__ctl 0_Content_Main_postResp" align="center"><span style="col or: Red' >System Data. O eDb. O eDbException: Syntax error
(m ssing operator) in query expression 'accountid=".
at System Data. O eDb. O eDbCommand. Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)
at System Dat a. O eDb. O eDbConmand. Execut eConmandText For Si ngl eResul t (t agDBPARAMS dbPar ans, (bj ect & execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eCommandText ( Cbj ect & execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eCommand( CommandBehavi or behavi or, Object & execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal (CommandBehavi or behavi or, String net hod)
at System Data. O eDb. O eDbCommand. Execut eScal ar ()
at Altoro. Services. Transf erBal ance(MoneyTransfer transDetails) in d:\downl oads\ Al t or oMit ual _v6\ websi t e\ App_Code\ WebSer vi ce. cs: | i ne
146</ span></ span>
<span i d="soapResp" nanme="soapResp" align="center" />
</td>

Issue 6 of 15 TOC
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Application Error

Severity:

URL: http://demo.testfire.net/bank/transfer.aspx

Entity: creditAccount (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

Raw Test Response:

</tr>
<tr>
<td col span="2" align="center"><input type="button" name="transfer" value="Transfer Mney" onclick="doTransfer();"
I D="transfer"></td>
</tr>
<tr>
<td col span="2">&nbsp; </t d>
</tr>
<tr>
<td col span="2" align="center">
<span id="_ctl0__ctl0_Content _Min_postResp" align="center"><span style='col or: Red' >System Data. O eDb. O eDbException: Syntax error
in string in query expression 'accountid="".
at System Data. O eDb. O eDbCommand. Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)
at System Data. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect & execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eCommandText ( Cbj ect & execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eCommand( CommandBehavi or behavi or, Object & execut eResul t)
at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal (ConmandBehavi or behavi or, String net hod)
at System Data. O eDb. O eDbCommand. Execut eScal ar ()
at Altoro. Services. Transf erBal ance(MneyTransfer transDetails) in d:\downl oads\ Al t or oMit ual _v6\ websi t e\ App_Code\ WebSer vi ce. cs: | i ne
155</ span></ span>
<span i d="soapResp" nanme="soapResp" align="center" />
</td>

Issue 7 of 15 TOC

Application Error

Severity:

URL: http://demo.testfire.net/bank/transfer.aspx

Entity: transferAmount (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

Raw Test Response:
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Accept - Language: en-US

Accept: text/htnl, application/xhtm +xni, application/xni;q=0.9,*/*;q=0.8

Referer: http://denp.testfire.net/bank/transfer.aspx

Host: denp.testfire. net

User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 1.1.4322;
.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Content - Length: 67

debi t Account =1001160141&cr edi t Account =1001160141&t r ansf er Amount =927

HTTP/ 1.1 500 Internal Server Error
Connection: close

Date: Sun, 22 Jul 2012 08:39:57 GVl

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0. 50727

Cache- Control : no-cache

Pragma: no-cache

Expires: -1

Content - Type: text/htm ; charset=i so-8859-1

Issue 8 of 15

Application Error

Severity:

URL: http://demo.testfire.net/bank/login.aspx

Entity: uid (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

Raw Test Response:

Accept - Language: en-US

Accept: text/htni,application/xhtm +xni, application/xni;qg=0.9,*/*;qg=0.8

Referer: http://denp.testfire. net/bank/| ogin.aspx

Host: denp.testfire. net

User-Agent: Mbzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 1.1.4322;
.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Cont ent - Lengt h: 38

ui d=%278&passw=denp1234&bt nSubmi t =Logi n

HTTP/ 1.1 500 Internal Server Error
Connection: close

Date: Sun, 22 Jul 2012 08:40:33 GMI

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0. 50727

Cache- Control : no-cache

Pragma: no-cache

Expires: -1

Content - Type: text/htm ; charset=i so-8859-1
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Issue 9 of 15 TOC

Application Error

Severity:

URL: http://demo.testfire.net/bank/login.aspx

Entity: passw (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

Raw Test Response:

Accept - Language: en-US

Accept: text/htni, application/xhtm +xni, application/xni;qg=0.9,*/*;qg=0.8

Referer: http://demp.testfire. net/bank/| ogin.aspx

Host: denp.testfire. net

User-Agent: Mbzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 1.1.4322;
.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)

Cont ent - Lengt h: 36

ui d=j sm t h&passw=%278&bt nSubni t =Logi n

HTTP/ 1.1 500 Internal Server Error
Connection: close

Date: Sun, 22 Jul 2012 08:40:53 GMI

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0. 50727

Cache-Control : no-cache

Pragma: no-cache

Expires: -1

Content - Type: text/htm ; charset=iso-8859-1

Issue 10 of 15 TOC
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Application Error

Severity:

URL: http://demo.testfire.net/bank/ws.asmx

Entity: [SOAP] creditAccount_2 (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

Raw Test Response:

HTTP/ 1.1 200 OK

Date: Sun, 22 Jul 2012 08:37:03 GMI
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0. 50727
Cache-Control : private, nmax-age=0
Cont ent - Type: text/xm ; charset=utf-8
Cont ent - Lengt h: 1207

<?xm version="1.0" encodi ng="utf-8"?><soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance” xm ns: xsd="http://ww. w3. or g/ 2001/ XM_Schema" ><soap: Body><Tr ansf er Bal anceResponse
xm ns="http:// ww. al t or onut ual . conl bank/ ws/ " ><Tr ansf er Bal anceResul t ><Success>f al se</ Success><Message>Syst em Dat a. O eDb. O eDbExcept i on:
Syntax error in query expression 'accountid=9%27".

at System Dat a. O eDb. O eDbConmand. Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

at System Data. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, bj ect &anp; execut eResul t)

at System Dat a. O eDb. O eDbConmand. Execut eCommandText ( Obj ect &anp; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eCommand( CommandBehavi or behavi or, Cbj ect &np; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal ( CommandBehavi or behavi or, String net hod)

at System Data. O eDb. O eDbCommand. Execut eScal ar ()

at Altoro. Services. Transf er Bal ance(MneyTransfer transDetails) in d:\downl oads\ Al t oroMut ual _v6\ websi t e\ App_Code\ WebSer vi ce. cs: | i ne
155</ Message></ Tr ansf er Bal anceResul t ></ Tr ansf er Bal anceResponse></ soap: Body></ soap: Envel ope>

Issue 11 of 15 TOC

Application Error

Severity:

URL: http://demo.testfire.net/bank/ws.asmx

Entity: [SOAP] debitAccount_1 (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

Raw Test Response:
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HTTP/ 1.1 200 OK

Date: Sun, 22 Jul 2012 08:36:55 GMI
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Versi on: 2. 0. 50727

Cache- Control : private, max-age=0
Content-Type: text/xm; charset=utf-8
Cont ent - Lengt h: 1207

<?xm version="1.0" encodi ng="utf-8"?><soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" xm ns: xsd="htt p: // ww. w3. or g/ 2001/ XM_Schema" ><soap: Body><Tr ansf er Bal anceResponse
xnl ns="htt p: // www. al t or onut ual . coml bank/ ws/ " ><Tr ansf er Bal anceResul t ><Success>f al se</ Success><Message>Syst em Dat a. O eDb. O eDbExcept i on:
Syntax error in query expression 'accountid=9%27".

at System Data. O eDb. O eDbCommand. Execut eCommandText Er r or Handl i ng( O eDbHResul t hr)

at System Data. O eDb. O eDbCommand. Execut eCommandText For Si ngl eResul t (t agDBPARAMS dbPar ans, (bj ect &anp; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eCommandText ( Cbj ect &anp; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eCommand( CommandBehavi or behavi or, Obj ect &np; execut eResul t)

at System Data. O eDb. O eDbCommand. Execut eReader | nt er nal (CommandBehavi or behavi or, String net hod)

at System Data. O eDb. O eDbCommand. Execut eScal ar ()

at Altoro. Services. Transf er Bal ance(MneyTransfer transDetails) in d:\downl oads\ Al t oroMut ual _v6\ websi t e\ App_Code\ WebSer vi ce. cs: | i ne
146</ Message></ Tr ansf er Bal anceResul t ></ Tr ansf er Bal anceResponse></ soap: Body></ soap: Envel ope>

Issue 12 of 15 TOC

Application Error

Severity:

URL: http://demo.testfire.net/bank/ws.asmx

Entity: [SOAP] transferDate (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

Raw Test Response:

<transf er Dat e>9%27</ t r ansf er Dat e>
<debi t Account >1001160141</ debi t Account >
<credi t Account >1001160141</ cr edi t Account >
<transf er Amount >1234</ t r ansf er Amount >
</transDetail s>
</ Tr ansf er Bal ance>
</ soap: Body>
</ soap: Envel ope>

HTTP/ 1.1 500 Internal Server Error
Date: Sun, 22 Jul 2012 08:36:48 GMT
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0.50727
Cache-Control : private

Content - Type: text/xnl; charset=utf-8
Cont ent - Lengt h: 481

<?xm version="1.0" encodi ng="utf- 8" ?><soap: Envel ope xnl ns: soap="http://schemas. xnl soap. or g/ soap/ envel ope/ "

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"

xm ns: xsd="ht t p: // www. w3. or g/ 2001/ XM_Schema" ><soap: Body><soap: Faul t ><f aul t code>soap: O i ent </ f aul t code><f aul t stri ng>Server was unable to
read request. ---&gt; There is an error in XM. docunent (8, 37). ---&gt; The string '%7' is not a valid Al Xsd

val ue. </faul tstring><detail /></soap: Faul t ></ soap: Body></ soap: Envel ope>
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Application Error

Severity:

URL: http://demo.testfire.net/bank/ws.asmx

Entity: [SOAP] transferAmount_3 (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values
Fix:

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive

No validation was done in order to make sure that user input matches the data type expected

Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

information.

Raw Test Response:

<transf er Dat e>2000- 01- 01</ t r ansf er Dat e>
<debi t Account >1001160141</ debi t Account >
<credi t Account >1001160141</ cr edi t Account >
<transf er Amount >9%27</ t r ansf er Ampunt >
</transDetail s>
</ Tr ansf er Bal ance>
</ soap: Body>
</ soap: Envel ope>

HTTP/ 1.1 500 Internal Server Error
Date: Sun, 22 Jul 2012 08:37:12 GMTI
Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0. 50727
Cache-Control : private

Content - Type: text/xm ; charset=utf-8
Cont ent - Lengt h: 478

<?xm version="1.0" encodi ng="utf-8"?><soap: Envel ope xm ns: soap="http://schemas. xm soap. or g/ soap/ envel ope/ "

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"

xnl ns: xsd="ht t p: // www. w3. or g/ 2001/ XM_Schema" ><soap: Body><soap: Faul t ><f aul t code>soap: C i ent </ f aul t code><f aul t st ri ng>Server was unable to
read request. ---&gt; There is an error in XM docunment (11, 41).
format. </faul tstring><detail /></soap: Faul t ></ soap: Body></ soap: Envel ope>
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Application Error

Severity:

URL: http://demo.testfire.net/bank/transaction.aspx

Entity: before (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

Raw Test Response:

Accept - Language: en-US

Accept: text/htni, application/xhtm +xni, application/xni;qg=0.9,*/*;qg=0.8
Referer: http://deno.testfire. net/bank/transaction. aspx

Host: denp.testfire. net

User-Agent: Mdzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 1.1.4322;
.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Cont ent - Lengt h: 175

__EVENTTARGET=& __EVENTARGUVENT=&__VI EWSTATE=%& FWEPDWUKMTYZNDg3OTA4NNRk & EVENTVALI DATI ON=9%2 FWEMBgKV30oKhDgK3oeuaBAK30aes DgK30ZPRBQK30a%
2BJCgK30ZuuAQBDY8D&af t er =1234&bef or e=927

HTTP/ 1.1 500 Internal Server Error
Connection: close

Date: Sun, 22 Jul 2012 08:30:26 GMT

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Versi on: 2. 0. 50727

Cache- Control : no-cache

Pragma: no-cache

Expires: -1

Cont ent - Type: text/htm ; charset =i so-8859-1

Issue 15 of 15 TOC

Application Error

Severity:

URL: http://demo.testfire.net/bank/transaction.aspx

Entity: after (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that may expose sensitive
information.

Raw Test Response:
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Accept - Language: en-US

Accept: text/htnl, application/xhtnl +xni, application/xni;g=0.9,*/*;q=0.8
Referer: http://denp.testfire.net/bank/transaction. aspx

Host: denp.testfire. net

User-Agent: Mbzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET CLR 1.1.4322;
.NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
Content - Length: 175

__EVENTTARGET=& _EVENTARGUMENT=& _VI EWSTATE=92 FWEPDWMUKMTIYz NDg3OTA4NTRk & EVENTVALI DATI ON=%2 FWEWBgKV30KhDgK3oeuaBAK3o0aes DgK30ZPRBQK30a%
2BJCgK30ZuuAQBDYBD&af t er =9R278&bef or e=1234
HTTP/ 1.1 500 Internal Server Error
Connection: close

Date: Sun, 22 Jul 2012 08:30:15 GMTI

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

X- AspNet - Ver si on: 2. 0. 50727

Cache-Control : no-cache

Pragma: no-cache

Expires: -1

Content - Type: text/htm; charset=iso-8859-1

I Application Test Script Detected ToC

Issue 1 of 1 TOC

Application Test Script Detected

Severity:

URL: http://demo.testfire.net/survey_questions.aspx
Entity: test.aspx (Page)

Risk: It is possible to download temporary script files, which can expose the application logic and other sensitive information such as
usernames and passwords

Causes: Temporary files were left in production environment

Fix: Remove test scripts from the server

Reasoning: AppScan requested a file which is probably not a legitimate part of the application. The response status was 200 OK.
This indicates that the test succeeded in retrieving the content of the requested file.

Test Request: Test Response

21/08/2012 109



CET /test.aspx HTTP/1.1
Accept: image/gif, image/x-xbitmap, inage/jpeg, inmagel/pjpeg,

appl i cation/ x- shockwave-f | ash, application/xanl +xm , Referer: http://denp.testfire.net/survey_questions. aspx?step=a
appl i cati on/ vnd. ms- xpsdocument, appl i cation/ x- ms- xbap, Accept - Language: en-us

appl i cation/ x-ms-application, application/vnd. ns-excel, UA- CPU. x86

application/ msword, */* User-Agent: Mzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1;
Referer: http://denp.testfire. net/survey_questions. aspx?step=a Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET
Accept - Language: en-us CLR 1.1.4322; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729)
UA-CPU:. x86 Connection: Keep-Alive

User-Agent: Mdzilla/4.0 (conpatible; MSIE 7.0; Wndows NT 5.1; Host: deno.testfire. net

Trident/4.0; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30; .NET Cooki e:  ASP. NET_Sessi onl d=wh542t n0dduonh55nkqt nr 55;

CLR 1.1.4322; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729) anBessi onl d=334738728;

Connection: Keep-Alive amser | nf o=User Name=anNt aXRo&Passwor d=ZGvt bzEyMz Q;

Host: denp.testfire. net anlser | d=100116014;

Cooki e:  ASP. NET_Sessi onl d=wh542t n0Odduonh55nkqt nr 55; anCr edi t Of f er =Car dType=Col d&Li m t =10000&! nt er est =7. 9

anBessi onl d=334738728;

amUser | nf o=User Name=anNt aXRo&Passwor d=ZGvt bzEy Mz Q=;

anlser | d=100116014; HTTP/ 1.1 200 OK

anCr edi t Of f er =Car dType=Col d&Li i t =10000&! nt er est =7. 9 Date: Sun, 22 Jul 2012 08:20:32 GMTI
Server: Mcrosoft-115/6.0
X- Power ed- By: ASP. NET
X- AspNet - Ver si on: 2.0.50727
Cache-Control : private
Content - Type: text/htnl; charset=utf-8
Cont ent - Lengt h: 558

I Email Address Pattern Found H TOC
Issue 1 of 3 TOC
Email Address Pattern Found
Severity:
URL: http://demo.testfire.net/subscribe.aspx
Entity: subscribe.aspx (Page)
Risk: It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or

sensitive file locations
Causes: Insecure web application programming or configuration

Fix: Remove e-mail addresses from the website

Reasoning: The response contains an e-mail address that may be private.
Raw Test Response:

<h1>Subscri be</ h1>

<p>Weé recogni ze that things are always evol ving and changing here at Altoro Mitual.
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Pl ease enter your enmil below and we will automatically notify of noteworthy events.</p>

<form acti on="subscri be. aspx" met hod="post" name="subscribe" id="subscribe" onsubm t="return confirnEnmail (txtEmil.value);">
<t abl e>
<tr>
<td col span="2">
<span id="_ctl0__ctl0_Content_Mi n_nessage" style="col or: Red; font-size: 12pt; f ont - wei ght: bol d; ">Thank you. Your email
test @l t oronut ual . com has been accept ed. </ span>
</td>
</tr>
<tr>
<td>
Emai | :
</td>
<t d>
<input type="text" id="txtEmail" name="txtEmail" value="" style="wi dth: 150px;">
</td>

Issue 2 of 3 TOC

Email Address Pattern Found

Severity:

URL: http://demo.testfire.net/survey_complete.aspx

Entity: survey_complete.aspx (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or

sensitive file locations

Causes: Insecure web application programming or configuration

Fix:

Remove e-mail addresses from the website

Reasoning: The response contains an e-mail address that may be private.

Raw Test Response:

<li><a id="_ctl0__ctlO0_Content_MenuHyperLink18" href="defaul t.aspx?content=i nsi de_careers. ht nf >Car eers</a></1i>
</ul >
</td>
<td valign="top" col span="3" class="hb">

<div style="width: 99%">

<hl><span id="_ct|0__ctl| 0_Content_Main_| bl Ti t|e">Thanks</ span></ h1>

<span id="_ctl0__ctl0_Content_Main_| bl Content"><p>Thanks for your entry. W wll contact you shortly at:<br /><br />
<b>j smi t h@eno. testfire. net </ b></ p></ span>
</ div>

</td>

</tr>
</tabl e>
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Email Address Pattern Found

Severity: JRI{IEMTNE

URL: http://demo.testfire.net/bank/mozxpath.js
Entity: mozxpath.js (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations

Causes: Insecure web application programming or configuration

Fix: Remove e-mail addresses from the website

Reasoning: The response contains an e-mail address that may be private.
Raw Test Response:

Content-Length: 1414

Cont ent - Type: appl i cation/x-javascri pt
Last-Modified: Thu, 13 Jan 2011 04:14:33 GVl
Accept - Ranges: bytes

ETag: "9670ch61d8b2cbl: 104e"

Server: Mcrosoft-115/6.0

X- Power ed- By: ASP. NET

Date: Sun, 22 Jul 2012 08:03:08 GMTI

/'l mozXPath [http://knDtiOn. bl unted. co.uk/mozxpath/] knDtiOn@neail.com
Il Code licensed under Creative Commons Attribution-ShareAlike License
Il http://creativeconmons. org/licenses/by-sal 2.5/
i f( document.inpl ementation. hasFeature("XPath", "3.0") )
{

XM.Docunent . prot ot ype. sel ect Nodes = function(cXPat hString, xNode)

{
if( !'xNode ) { xNode = this; }

var oNSResol ver = this. createNSResol ver(this.document El enent)

HTML Comments Sensitive Information Disclosure

Issue 1 of 5 TOC
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HTML Comments Sensitive Information Disclosure

Severity:

URL: http://demo.testfire.net/bank/account.aspx

Entity: To modify account information do not connect to SQL source directly. Make all changes (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations

Causes: Debugging information was left by the programmer in web pages

Fix: Remove sensitive information from HTML comments

Reasoning: AppScan discovered HTML comments containing what appears to be sensitive information.
Original Response

<br style="line-height: 10px;"/>
<b>l WANT TO ...</b>
<ul class="si debar">
<li><a id="_ctl0__ctl0_Content_MenuHyperLinkl" href="nain.aspx">Vi ew Account Summary</a></|i>
<li><a id="_ctl0__ctl0_Content_MenuHyperLink2" href="transaction. aspx">Vi ew Recent Transactions</a></li>
<li><a id="_ctl0__ctl0_Content_MenuHyperLink3" href="transfer.aspx">Transfer Funds</a></li>
<li><a id="_ctl0__ctl0_Content_MenuHyperLink4" href="queryxpath. aspx">Search News Articles</a></li>
<li><a id="_ctl0__ctl0_Content_MenuHyperLink5" href="custonize.aspx">Customi ze Site Language</a></li>
</ul >
<span id="_ctl0__ctl0_Content_Adni nistration"></span>
</td>
<td valign="top" col span="3" class="bb">

<div class="fl" style="width: 99%">

<l-- To nodify account information do not connect to SQL source directly. Mke all changes
through the admin page. -->

<h1>Account History - <span id="_ctlO__ctl0_Content_Min_accountid">1001160141</ span></h1>
<tabl e wi dth="590" border="0">
<tr>
<td col span=2>
<tabl e cel | Spaci ng="0" cel | Paddi ng="1" wi dt h="100% border="1">

<tr>
<th col Span="2">

Issue 2 of 5 TOC

HTML Comments Sensitive Information Disclosure

Severity:

URL: http://demo.testfire.net/bank/login.aspx

Entity: To get the latest admin login, please contact SiteOps at 415-555-6159 (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations

Causes: Debugging information was left by the programmer in web pages

Fix: Remove sensitive information from HTML comments

Reasoning: AppScan discovered HTML comments containing what appears to be sensitive information.
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Original Response

</ul >
</td>
<td valign="top" col span="3" class="hb">

<div class="fl" style="width: 99%">
<h1>Onli ne Banking Logi n</hl>

<l-- To get the latest admin |ogin, please contact SiteQOps at 415-555-6159 -->
<p><span id="_ct|0__ctl0_Content_Min_nmessage" style="col or: #FF0066; f ont - si ze: 12pt; f ont - wei ght : bol d; " ></ span></ p>

<formaction="1ogi n. aspx" method="post" name="Iogin" id="1ogin" onsubmt="return (confirm nput(login));">
<t abl e>
<tr>
<t d>
User nane:
</td>
<t d>
<input type="text" id="uid" name="uid" value="jsnmith" style="w dth: 150px;">
</td>
<t d>
</td>
</tr>
<tr>
<td>
Passwor d:
</td>
<td>
<i nput type="password" id="passw' name="passw' style="width: 150px;">
</td>
</tr>
<tr>
<td></td>
<t d>
<input type="subnmit" name="btnSubmt" val ue="Login">
</td>
</tr>
</tabl e>
</form

</div>

<scri pt>
function setfocus() {
if (docunent.login.uid.value=="") {
docunent . | ogi n. ui d. focus();
} else {
docunent . | ogi n. passw. f ocus();
}
}

function confirmnput(nmyform {
if (nmyformuid.value.length & nyform passw. val ue.length) {
return (true);
} else if (!(nyformuid.value.length)) {
nyformreset();
nyform ui d. focus();
alert ("You nust enter a valid usernane");
return (false);
} else {
nyf orm passw. f ocus();
alert ("You nust enter a valid password");
return (false);
}
}
wi ndow. onl oad = set focus;
</script>

</td>
</tr>
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HTML Comments Sensitive Information Disclosure

Severity:

URL: http://demo.testfire.net/bank/apply.aspx

Entity: Password is not revalidated but stored in (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or

sensitive file locations
Causes: Debugging information was left by the programmer in web pages

Fix: Remove sensitive information from HTML comments

Reasoning: AppScan discovered HTML comments containing what appears to be sensitive information.
Original Response

<br style="line-height: 10px;"/>
<b>l WANT TO...</b>
<ul class="si debar">
<li><a id="_ctl0__ctl0_Content_MenuHyperLinkl" href="nain.aspx">Vi ew Account Summary</a></|i>
<li><a id="_ctl0__ctl0_Content_MenuHyperLink2" href="transaction.aspx">Vi ew Recent Transactions</a></li>
<li><a id="_ctl0__ctl0_Content_MenuHyperLink3" href="transfer.aspx">Transfer Funds</a></li>
<li><a id="_ctl0__ctl0_Content_MenuHyperLink4" href="queryxpath. aspx">Search News Articles</a></li>
<li><a id="_ctl0__ctl0_Content_MenuHyperLink5" href="custonize.aspx">Custonm ze Site Language</a></li>
</ul >
<span id="_ctl0__ctl0_Content_Adni nistration"></span>
</td>
<td valign="top" col span="3" class="hb">

<div class="fl" style="width: 99%">
<h1>Altoro Mitual

<span id="_ctl0__ctl0_Content_Main_| bl Type">Col d</ span>
Visa Application</hl>

Vi sa Application</hl>

<l--
userid = user Cooki e. Val ues["UserI D']. ToString();
cLimt = Request.Cookies["Limt"]. Value;
clnterest = Request. Cookies["Interest"]. Val ue;
cType = Request. Cooki es["CardType"]. Val ue;

coD

<span id="_ctl0__ctl0_Content_Main_| bl Message"><p><b>No application is needed. </b>To approve your new $10000 Al toro Mitual Cold
Visa<br />with an 7.9% APR sinply enter your password bel ow. </ p><f orm net hod="post" name="Credit" action="apply.aspx"><table

bor der =0><t r ><t d>Passwor d: </ t d><t d><i nput type="password" nane="passwd"></td></tr><tr><td></td><td><i nput type="submt" nanme="Submt"
val ue="Submi t"></t d></tr></t abl e></f or n></ span>

SIEL
Password is not revalidated but stored in
nmai nframe for non-repudiation purposes.
-->

</ div>

</td>
</tr>
</tabl e>
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HTML Comments Sensitive Information Disclosure

Severity:

URL: http://demo.testfire.net/admin/admin.aspx

Entity: Be careful what you change. All changes are made directly to Altoro.mdb database. (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations

Causes: Debugging information was left by the programmer in web pages

Fix: Remove sensitive information from HTML comments

Reasoning: AppScan discovered HTML comments containing what appears to be sensitive information.
Original Response

Cont ent - Type: text/htm ; charset =i so-8859-1
Content - Length: 7861

<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional //EN' "http://ww. w3. org/ TR/ xht ml 1/ DTD/ xht ni 1-transitional . dtd">

<htm xml ns="http://ww. w3. org/ 1999/ xhtml " xni : | ang="en" >
<head id="_ctl0__ctl0_head"><title>
Al'toro Mitual : Admi nistration
</title><nmeta http-equiv="Content-Type" content="text/htnl; charset=iso-8859-1"><link href="../style.css" rel ="styl esheet"
type="text/css" /></head>
<body styl e="margin-top: 5px; ">

<div id="header" style="margin-bottom 5px; width: 99%">
<formid="frnBearch" nethod="get" action="/search.aspx">
<tabl e wi dth="100% border="0" cel | paddi ng="0" cel | spaci ng="0">
<tr>
<td rowspan="2"><a id="_ct|0__ctl0_HyperLinkl" href="../defaul t.aspx" style="height: 80px;w dth: 183px; " ><i ng
src="../imges/|ogo.gif" border="0" /></a></td>
<td align="right" valign="top">

<td wi dth="25% class="cc bt br bb"><div id="Header3"><a id="_ctl0__ctl0_Content_LinkHeader3" class="focus" href="../defaul t.aspx?
cont ent =busi ness. ht nf >SMALL BUSI NESS</ a></ di v></t d>
<td wi dth="25% class="cc bt bb"><div id="Header4"><a id="_ctl0__ctl0_Content_LinkHeader4" class="focus" href="../defaul t.aspx?
cont ent =i nsi de. ht ni' >I NS| DE ALTORO MJTUAL</ a></ di v></td>
</[tr>
<tr>
<td valign="top" class="cc br bb">
<br style="line-height: 10px;"/>
<b>l WANT TO ...</b>
<ul class="si debar">
<li><a id="_ctl0__ctl0_Content_MenuHyperLinkl" href="application.aspx">View Application Val ues</a></li>
<li><a id="_ctl0__ctl0_Content_MenuHyperLink2" href="adnmi n.aspx">Edit Users</a></li>
</ul >
</td>
<td valign="top" col span="3" class="hb">

<div class="fl" style="width: 99%">
<script |anguage="javascript">

function confirnpass(nyform

{
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if (nyform passwordl.val ue.length & (nyform passwordl. val ue==nyf or m passwor d2. val ue))

{
return true;
}
el se
{
nyf orm passwor di. val ue="";
nyf orm passwor d2. val ue="";
nyf or m passwor dl. focus();
alert ("Passwords do not match");
return fal se;
}
}
</script>
<l-- Be careful what you change. All changes are nade directly to Altoro.ndb database.

<h1>Edit User Information</hl>

<tabl e wi dt h="100% border="0">

<form i d="addAccount" name="addAccount" action="adm n.aspx" method="post">

<tr>
<td col span="4">
<h2>Add an account to an existing user.</h2>
</td>
</tr>
<tr>
<t h>
Users:
</th>
<t h>
Account Types:
</th>
<t h>&nbsp; </t h>
<t h>&nbsp; </t h>
</tr>
<tr>
<td>

<sel ect id="" name="" ><option val ue="1">1 adm n</option><option val ue="2">2 tuser</option><option val ue="100116013">100116013
sj oe</ opti on><option val ue="100116014">100116014 j smi t h</ opti on><option val ue="100116015">100116015 ccl ay</ opti on><opti on

val ue="100116018">100116018 sspeed</ option></sel ect >
</td>
<td>
<Sel ect nanme="accttypes">
<option Val ue="Checki ng">Checki ng</ opt i on>
<option Val ue="Savi ngs" Sel ect ed>Savi ngs</ option>
<option Val ue="|RA">| RA</ opti on>
</ Sel ect ></td>
<td></td>
<td><i nput type="submit" val ue="Add Account"></td>

<Sel ect nane="accttypes">
<option Val ue="Checki ng">Checki ng</ opti on>
<option Val ue="Savi ngs" Sel ect ed>Savi ngs</ opti on>
<option Val ue="1RA">| RA</ opti on>
</ Sel ect ></ td>
<td></td>
<td><i nput type="submit" val ue="Add Account"></td>
</tr>
</form

<formid="changePass" nanme="changePass" action="adm n.aspx" method="post" onsubmit="return confirnpass(this);">

<tr>
<td col span="4"><h2>Change user's password. </ h2></td>
</tr>
<tr>
<th>
Users:
</[th>
<th>
Passwor d:
</th>
<t h>
Confirm
</th>
<t h>&nbsp; </t h>
</tr>
<tr>
<t d>
<sel ect id=

nane=
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sj oe</ option><option val ue="100116014">100116014 j snit h</opti on><option val ue="100116015">100116015 ccl ay</ opti on><opti on
val ue="100116018">100116018 sspeed</ opti on></ sel ect >
</td>
<td>
<input type="--begin_...

Issue 5 of 5

HTML Comments Sensitive Information Disclosure
Severity:

URL: http://demo.testfire.net/admin/login.aspx

Entity: Password: Altoro1234 (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames, passwords, machine name and/or
sensitive file locations

Causes: Debugging information was left by the programmer in web pages

Fix: Remove sensitive information from HTML comments

Reasoning: AppScan discovered HTML comments containing what appears to be sensitive information.
Original Response

Content - Type: text/htm ; charset=i so-8859-1
Content -Length: 8215

<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional //EN' "http://ww. w3. org/ TR/ xht ml 1/ DTD/ xht ni 1-transitional . dtd">

<htm xml ns="http://ww:. w3. org/ 1999/ xhtm " xni : | ang="en" >
<head id="_ctl0__ctl0_head"><title>
Altoro Mitual: Adninistration
</title><neta http-equi v="Content-Type" content="text/htnl; charset=iso-8859-1"><link href="../style.css" rel ="styl esheet"”
type="text/css" /></head>
<body styl e="margin-top: 5px; ">

<div id="header" style="margin-bottom 5px; w dth: 99%">
<formid="frnBearch" nethod="get" action="/search.aspx">
<tabl e wi dth="100% border="0" cellpaddi ng="0" cel | spaci ng="0">
<tr>
<td rowspan="2"><a id="_ctl0__ctl0_HyperLinkl" href="../defaul t.aspx" style="height: 80px;wi dth: 183px; " ><i ng
src="../imges/|ogo.gif" border="0" /></a></td>
<td align="right" valign="top">

</ tabl e>
</form
</ div>

<div id="wapper" style="width: 99% ">

<tabl e cel | spacing="0" wi dth="100% >
<tr>

<td width="25% class="bt br bb"><div id="Header1"><ing id="_ctl0__ctl0_Content_|magel" src="../images/pf_lock.gif" alt="Secure
Logi n" al i gn="absbot ton" border="0" style="hei ght: 14px; wi dt h: 12px; " /> &nbsp; <a id="_ctl 0__ctl0_Content_AccountLink" title="You do not
appear to have authenticated yourself with the application. dick here to enter your valid username and password." class="focus"
href="../bank/| ogi n. aspx">ONLI NE BANKI NG LOG N</ a></ di v></t d>

<td wi dth="25% class="cc bt br bb"><div id="Header2"><a id="_ctl0__ctl0_Content_LinkHeader2" class="focus" href="../defaul t.aspx?
cont ent =per sonal . ht n' >PERSONAL</ a></ di v></t d>

<td wi dth="25% class="cc bt br bb"><div id="Header3"><a id="_ctl0__ctl0_Content_LinkHeader3" class="focus" href="../defaul t.aspx?
cont ent =busi ness. ht nf >SMALL BUSI NESS</ a></ di v></t d>

<td width="25% class="cc bt bb"><div id="Header4"><a id="_ct|0__ctl0_Content_LinkHeader4" class="focus" href="../defaul t.aspx?
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cont ent =i nsi de. ht ni' >I NSI DE ALTORO MJTUAL</ a></ di v></t d>
</tr>
<tr>
<td valign="top" class="cc br bb">
<br style="line-height: 10px;"/>
<a id="_ctl0__ctl0_Content_CatLinkl" class="subheader" href="../default.aspx?content=personal.htnf>PERSONAL</ a>
<ul class="sidebar">

<li><a id="_ctl0__ctl0_Content_MenuHyperLink15" href="../cgi.exe">Locations</a></li>
<li><a id="_ctl0__ctlO0_Content_MenuHyperLink16" href="../defaul t.aspx?content=inside_i nvestor.htn{>l nvestor
Rel ati ons</a></Ii>
<li><a id="_ctl0__ctl0_Content_MenuHyperLink17" href="../defaul t.aspx?content=insi de_press. htni>Press Roonx/a></|i>
<li><a id="_ctl0__ctl0_Content_MenuHyperLink18" href="../defaul t.aspx?content=i nside_careers. htni'>Careers</a></|i>
</ul >
</td>
<td valign="top" col span="3" class="bb">

<h1>Admi ni stration Logi n</ h1>
<l-- Password: Altorol234 -->

<f orm name="aspnet For nf' net hod="post" acti on="1ogi n. aspx" id="aspnet Forn{>
<i nput type="hidden" name="__VI EWSTATE" id="__VI EWSTATE" val ue="/wEPDMUKMIY5CDYzN k3NVRK" />

<input type="hi dden" nanme="__EVENTVALI DATI ON" id="__EVENTVALI DATI ON" val ue="/wEWBAKn Pql CgKaqvKt BKWiPeSCgL73pWIBA==" />
<inmg id="captcha" src="captcha.aspx" /><br />
<p>
<strong>Enter the code shown above: </strong><br />
<i nput name="_ct|0:_ctl0: Cont ent: Mai n: CodeNunber Text Box" type="text" id="_ctl0__ctl0_Content_Mi n_CodeNumber Text Box" /><br /><br />

<f orm name="aspnet Fornf net hod="post" action="1ogin.aspx" i d="aspnet Forni'>
<i nput type="hidden" name="__VI EWSTATE" id="__VI EWSTATE" val ue="/wEPDMJKMIY5CDYzN k3NVRK" />

<i nput type="hidden" name="__EVENTVALI DATI ON' id="__EVENTVALI DATI ON' val ue="/wEWBAKM Pgl CgKaqvKt BOKWIPeSCgL73pWUBA==" />
<inmg id="captcha" src="captcha.aspx" /><br />
<p>
<strong>Enter the code shown above: </strong><br />
<i nput name="_ct|0: _ctl0: Cont ent: Mai n: CodeNunber Text Box" type="text" id="_ctl0__ctl0_Content_Mi n_CodeNumber Text Box" /><br /><br />
<strong>Enter the administrative password: </ strong><br />
<i nput name="_ct|0:_ctl0: Cont ent: Mai n: Passwor d" type="password" id="_ctl0__ctlO_Content_Mi n_Password" /><br /><br />
<input type="submit" name="_ct|0:_ctl0: Content: Mai n: Subni tButton" value="Submt" id="_ctl0__ctl0_Content_Min_SubnitButton" /><br />
</ p>
<p><span id="_ct|0__ct|0_Content _Mi n_MessagelLabel "></ span></ p>
</form

<script>
wi ndow. onl oad = docunent.forns[1].el ements[1].focus();
</scrip...
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Possible Server Path Disclosure Pattern Found
Severity:

URL: http://demo.testfire.net/feedback.aspx

Entity: feedback.aspx (Page)

Risk: It is possible to retrieve the absolute path of the web server installation, which might help an attacker to develop further attacks and
to gain information about the file system structure of the web application

Causes: Latest patches or hotfixes for 3rd. party products were not installed

Fix: Download the relevant security patch for your web server or web application.

Reasoning: The response contains the absolute paths and/or filenames of files on the server.
Raw Test Response:

<p>Qur Frequently Asked Questions area will help you with many of your inquiries.<br />
If you can't find your question, return to this page and use the e-mail form bel ow. </ p>

<p><b>| MPORTANT! </ b> Thi s feedback facility is not secure. Please do not send any <br />
account information in a message sent from here. </ p>

<form name="cnt" nethod="post" action="coment.aspx">

<!--- Dave- Hard code this into the final script - Possible security problem
Re-generated every Tuesday and old files are saved to .bak format at L:\backup\website\oldfiles --->
<input type="hi dden" name="cfile" val ue="coments.txt">

<tabl e border=0>
<tr>
<td align=right>To: </td>
<td val i gn=t op><b>Onl i ne Banki ng</b> </td>
</tr>
<tr>
<td align=right>Your Nane:</td>
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