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f': 29 Secunty lzzuesz (124 vanantz) for My Application’

e Scripting il

@ Fequest Cross-Site Scripting [1)

Y 8.3 Naming System Source Code Dizclosure (1]

S Multiple Wendor %20 Script Source Code Digclosure (1]
S Multiple Wendor Java Serdet Source Cade Disclosure (1]
& Application Emar [10]

@ Raobatz. tet File \Web Site Structure Exposure [1]

@ nencrypted Pagzward Parameter (2]
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[i] Inzecure HTTP Methods Enabled [2)

| FH O FEE R EE

0 " & 1'%
woom "8 K
"% /8 ;0
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f: A0 Security |zzues (137 vanants] for Me Application’

te Scripting JEll
+ g http: 4/ localhost 30807 smith/search [1]
+ g http: 4 ¢ localhost 3080 roller-uid admind commentid anagement. da- [1]
+ g http: # ¢ localhost 3080/ raller-uid adminollerConfig. do.- [2]
+ g http: 4 localhost 3080 roller-uid adminduzer.dao 1]
+ g http: 4/ localhost 3080 roller-uid createtw ebsite. do. [1]
+ g http: A ¢ localhost 3080 raller-uiduser.do (1]
+ g http: 4 ¢ localhost 3080 roller-uidvourProfile.do [1]
+ g http: 4/ localhost 3080 roller-uid vourw ebszites. da [1]
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Arranged By: Severty | Highest an tap
_":"_, 30 Security [zzuez (137 vanantz] for Wy application’

= @ Cross-Site Scripting [3)
= % hittp:/ ocalhost: 8080 4zmith/search 1]
<
+ % hittp:/ Aocalhost: 8080 roller-uid admindcommentk anagement.da [1]
+ % hittp:/ ocalhost: 8080 roller-ui/ admindrollerConfig.do - [2]
+ % hittp: / focalhost: 8080 roller-ui/ adminduser.do (1]
+ % hittp:/ ocalhost: 8080 roller-ui/createt'ebsite.do [1]
+ % hittp:/ ocalhost: 8080 roller-ui/uzer.do (1]
+ % hittp: / Aocalhost: 8080 roller-ui/vourPrafile.do (1]
+ % hittp:/ ocalhost: 8080 roller-ui/vourwebsites. do 1]
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= @@ Cross-Site Scripting 9]

= |2 hitp:/Alocahost:B0804smith/search 1]

wa

% http: / localhost 3080 roller-uid admincommenthtd anagement.do (1]
g http: /flocalhozt 2020/ raller-ui/admindrollerConfig.do [2)
% http: / Alocalhost: 3080 raller-ui/ adminsuzer.do (1]
g http: / flocalhost: 3080 roller-uid create’febsite. do (1]
g http: #flocalhoszt 2020/ raller-uifuzerdo 1]
% http: Aflazalhozt B0B0 raller-ui/paurPrafle. da (1]
g http: / flocalhost: 3080 roller-ui/vourwebsites.da (1]
@ Fequest Crozz-Site Scripting (1]
S 8.3 Maming System 5 ource Code Dizclosure (1]
S Link Injection [facilitates Cross-Site Request Forgery] (1)
W Multiple VYendar %20 Script Source Cade Disclosure [1)
W Multiple Yendor Java Servilet Source Code Disclosure [1]
{D Application Emor [10]
<:,i> Fobots.tat File “web Site Stiucture Exposure (1]
@ Unenciypted Password Parameter 2]
[i] HTML Comments Sensitive Information Dizclosure [1]
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i) advisory | %] Fix Recommendation #¥ Request/Response

Yariank: 1of 5 ~| [ Test | Original | abk
'E)Shu:uwinB 11 =
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GET /jsmi 20 L2227 > imgX20src¥3d%2 2javascript: alert[% 27w atchfireX 2055 % 20T estZ 205
Cookie: A WEHED _REMEMEER_ME_COOKIE=anMtaxRo0jExOTo0DcdNTYONTMEZWF 1Y JM2NTL
Accept: ¥ Jof S
Accept-Lal 40F S
User-Agen (compatible; MSIE 6.0; Win3i2)
Host: Toc Saf s
Feferer: ! t:R080 Jsmith,/
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